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User Manual

CMS-10R

This user manual provides the information required to install, operate, and maintain
the product safely and correctly. It includes general instructions, safety information,
operating procedures, maintenance guidelines, and technical references.
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Important Information

ComatReleco reserves the right to modify, correct, and improve the technical documentation and the products de-
scribed therein at its own discretion and without prior notice, insofar as this is reasonable for the user. The same
applies to technical changes made in the interest of technical progress.

The receipt of technical documentation, in particular user documentation, does not create any further obligation on
the part of ComatReleco to provide information about possible changes to products and/or technical documentation.
You are responsible for verifying the suitability of the products for their intended use in your specific application,
particularly with regard to compliance with the applicable standards and regulations. All information provided in the
Technical data is supplied without any express, implied, or tacit warranty.

Exclusively the provisions of the current Terms and Conditions of ComatReleco apply, in particular with regard to
warranty and the privacy policy.

This user manual contains important information for the commissioning, operation, maintenance, and disposal of
the device. It also provides safety-related information and practical guidance for resolving issues. The user manual
must be made available with the equipment, either in physical or electronic form, and must be included whenever
the equipment is transferred. It is also available on the ComatReleco web portal.

Copyright

This manual, including all illustrations contained herein, is protected by copyright. Any modification of the content
or publication of excerpts from this document is prohibited. ComatReleco reserves the right to register its own intel-
lectual property rights for the product identifications of ComatReleco products used in this document. Registration
of such intellectual property rights by third parties is prohibited. Other product identifications may also be legally
protected, even if they are not specifically indicated as such.

Disclaimer

The information in this document is provided for guidance only. The manufacturer reserves the right to modify the
product, documentation, or specifications without prior notice. The manufacturer shall not be liable for damages
resulting from incorrect installation, misuse, or failure to follow the instructions in this manual.
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Chapter 1

About this manual

1.1 Device types covered

This user manual applies to the CMS-10R device types listed below. Use the type designation on your device to
identify the relevant instructions and specifications.

Type designation Characteristics
CMS-10R-D/AC110-240V « ComatReleco 4G/3G/2G loT Messaging System
* 6 x digital inputs, 95-240 V ~
CMS-10R-DA/DC12-48V + ComatReleco 4G/3G/2G loT Messaging System
* 6 x switchable inputs: digital 10—48 V —/ analogue 0-10 V —
CMS-10R-DAC/DC12-48V « ComatReleco 4G/3G/2G loT Messaging System

* 4 x switchable inputs: digital 10-48 V —/ analogue 0-10 V —
* 2 x analogue inputs: 4-20 mA —

Service profiles and subscription

The CMS-10R operates on a subscription basis, with annual charges depending on the selected service profile.
The profile determines the available features and usage limits. For current service profile and SMS package prices,
included allowances and regional conditions, consult the applicable page:

* CMS-10R service profiles — Switzerland.
» CMS-10R service profiles — Worldwide.

1.2 Find the information you need

Use the following task guide to find instructions for your stage of use. Read the safety instructions before installing
or operating the device.

» Understand the product and identify its controls: Chapter 3, Understand your CMS-10R.

» Check safety requirements and user qualifications: Chapter 2, Safety instructions.

* Mount, wire, and connect an antenna: Chapter 4, Install and connect the device.

» Set up an account and commission the device: Chapter 5, Commission the device in the loT Portal.

» Configure inputs, outputs and notifications; review events: Chapter 6, Configure and monitor your device.

+ Manage your account, SMS credit and payments: Chapter 7, Manage your account and payments.

» Use the mobile app or query status by SMS: Chapter 8.

+ Use dashboards, webhooks or the REST API: Chapter 9.

» Understand what happens during an interruption, reset, or update: Section 3.8, What happens during inter-
ruptions, resets, and updates.

* Resolve a problem or replace a device: Chapter 10, Troubleshooting, maintenance and replacement.

» Check specifications: Chapter 12, Technical data.

* Look up a term or abbreviation: Glossary, page 104.
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1.3 Product conformity

Find the EC Declaration of Conformity on the ComatReleco web portal under User manuals, in the document
CMS-10R Safety instructions.

1.4 Documents and support

Use the ComatReleco web portal to obtain CMS-10R documents, including short instructions, drawings, Technical
data, and general terms and conditions.

The CMS-10R Support Centre provides video tutorials and an FAQ (Frequently Asked Questions).

For further information, contact ComatReleco support. See Section 1.5, Contact details.

1.5 Contact details

Switzerland

ComatReleco AG

Birchstrasse 24

3186 Dudingen

Switzerland

Phone +41 31 838 55 77

E-mail support@comatreleco.com
Web www.comatreleco.com
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Chapter 2

Safety instructions

2.1 Safety symbols and notices

Symbol Meaning

Danger: Indicates a hazard with high risk potential. Failure to observe the safety measures may result in serious
injury or death.

Warning: Indicates a hazard with medium risk potential. Failure to observe the safety measures may result in serious
injury or property damage.

0 Information: Provides additional information and helpful notes.

Disposal: Observe the specific disposal regulations for electronic devices.

The Class 2 protective insulation symbol is printed on the device. The device is protected against accidental
contact with live electrical parts by Class 2 protective insulation. With this electrical protection class, no protective
conductor (earthing) must be connected.

2.2 General safety instructions

DANGER

» Only mount or dismantle the device when it is disconnected from the power supply. This applies to
the power supply and to all inputs and outputs.

» During operation, the electrical connection points of the device carry hazardous voltages. Do not
touch these connection points.

» The device must be installed only by qualified electricians.

« Install and operate the device in accordance with the applicable national regulations and specifica-
tions.

» This device is not suitable for use in wet areas, explosive atmospheres — for example, areas where
the air contains high concentrations of flammable chemicals, vapours, or particles such as grain,
dust, or metal powder — or near medical devices.

+ Risk of electric shock: More than one disconnect switch may be required to de-energise the device
before servicing.
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A WARNING

Do not apply a voltage greater than 240 V~ to the CMS-10R-D, or greater than 48 V— to the CMS-
10R-DA and CMS-10R-DAC.

The device must be disconnectable from the Power supply by means of a suitable installation-side
disconnecting device, such as a fuse or circuit breaker. The disconnecting device must be located
as close to the device as possible.

When connecting the device to the 240 V~ mains, ensure that the Power supply and the input
supply are connected to the same outer conductor.

Before commissioning, check that all cables are connected correctly.

The device is intended for installation in an enclosure, such as a control cabinet, distribution box, or
terminal box. The enclosure must also provide protection against electric shock (touch protection).
The device must not be operated before installation is complete.

During operation, keep a minimum safety distance of 20 cm between the antenna and any person.

Important operating restrictions

* Read the user manual carefully before using the device.

» Ensure that the product documentation applicable to this device remains available throughout the device’s entire
life cycle. See also Section 1.1, Device types covered.

+ This device is not suitable for monitoring sensitive systems or time-critical processes. Failures in the mobile phone
network, poor reception, or interruptions in the power supply may impair its functions.

» Operate the device only with the specified antenna types. See also Chapter 4, Install and connect the device.

+ This equipment is not suitable for use in locations where children are likely to be present.

Restrictions on use

Frequency band

Maximum power

GSM 900 Power Class 4
GSM 1800 Power Class 1
3G, all bands Power Class 3
LTE Bands 1, 3, 7, 8, 20, 28, 38, and 40 Power Class 3

The EU and UK Declarations of Conformity are available on the ComatReleco Downloads page for Declarations of

Conformity.

2.3 Who may install and use the device

Device installation

All installation, assembly, and wiring work must be carried out exclusively by qualified electricians familiar with the
applicable standards, regulations, and safety provisions for installation and automation technology.

Using the device

Users of the loT Portal and the app must possess basic PC skills, be able to use a web browser, and understand the
relevant terminology.

Users may be electricians or end users authorized by the owner, or by the owner’s authorized representatives, to
manage, configure, or modify the devices.
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The owner of the equipment is responsible for ensuring that all users have understood the user manual, the functions
of the equipment, and the effects of functions performed with the equipment, including remote operation, so that no
person is put at risk of injury.

2.4 Intended use

Devices in the CMS-10R series are intended for remote monitoring and remote control in industrial and building
technology. They transmit changes in the values of the digital and/or analogue inputs via the mobile phone network
to message recipients by push notification, SMS, pager, e-mail, and/or voice call. The potential-free changeover
contacts of the relay outputs can be switched via the IoT Portal, an Internet browser, the app, SMS, or telephone
control.

0 For questions regarding availability in your region, see Section 3.7.2, Country versions, or contact Co-
matReleco Technical Support.

2.5 Applications the device is not intended for

» Applications with high requirements for availability or redundancy.
+ Use of the devices in cases where the availability of the Internet connection or the loT Portal cannot be fully
guaranteed.

2.6 Prevent configuration errors

« If an incorrect device configuration is loaded onto the device, or if settings that do not correspond to the application
are made, this may lead to undesired behaviour of the inputs and outputs.

+ After an update or import of the device configuration, the configuration must be checked on the device to prevent
undesired behaviour of the inputs and outputs.

2.7 Information security

The system implements the following security measures in response to the increasing number of cyberattacks.
These measures support the confidentiality, integrity, and availability of the system, data, and information, and the
traceability of data and information handling.

Account access and authentication

+ Password: at least 8 characters, including one number, one special character, and uppercase and lowercase
letters. See also Section 5.1.2, Log in, create an account or reset your password

» Two-factor authentication (2FA): supported apps include Google Authenticator, Microsoft Authenticator, and
similar apps. See also Section 7.2.4, Set up two-factor authentication (2FA).

» Login attempts: after 5 failed login attempts, access is blocked for 5 minutes. See also Section 5.1.2, Log in,
create an account or reset your password

W O RLD O F RELAYS 45013-197-54-001-EN | Page 11


mailto:support@comatreleco.com
mailto:support@comatreleco.com

2 comat
s RELECO

\f

Encrypted data transmission

+ TLS 1.2 encryption: from the modem of the CMS-10R to the loT Portal.

Network security

« 128-bit VPN connection: between the CMS-10R and the loT Portal.

Roles and access rights

* Roles and rights: owner, installer, or user.

Data storage

« Data is stored on servers in Switzerland.

0 To minimise risk, users must also take the following measures:
 Restrict access.
+ Create a backup copy of the device configuration. See also Section 6.2.2.3, Manage your device
» Use anti-virus software and firewalls.
» Raise awareness among other users, and train and empower them.
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Understand your CMS-10R

3.1 Overview
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Use the CMS-10R to monitor and control equipment remotely in industrial and building technology applications.

When a digital and/or analogue input value changes, the device can notify message recipients through the mobile
phone network by push notification, SMS, pager, e-mail, and/or voice call. Use the loT Portal, the app, a web browser,
SMS, or telephone control to switch the potential-free changeover contacts of the relay outputs.

All operations are temporarily stored on a server hosted in Switzerland and forwarded to the corresponding end
device. If the server connection is unavailable, fallback mode provides temporary communication via SMS.

To configure the device, use a web browser on an Internet-connected computer or tablet. You need a user account
on the ComatReleco loT Portal for configuration and/or administration.

3.2 Identify your device variant

Characteristic

Nominal voltage and
frequency
Inputs

Outputs

Countries

Mobile networks

Accessories included

* Terminal type

CMS-10R-D/AC110-240V (Z22/Z1)
95-240 V ~, 45-65 Hz

6 digital

4 x relay with changeover
contacts, 10 A/ 250 V ~

Z2: Device type for Europe, Middle
East, Africa and Asia
Z1: Device type worldwide

4G, 3G, 2G supported frequency
bands.

Device antenna stubby
CMS-ANT-STUB/INT-50MM

Screw

Standard signals

Standard signal type

Voltage standard signal

Current standard signal

CMS-10R-DA/DC12-48V (Z2/Z1)
1048V —=

6 digital / analogue 0-10 V —

4 x relay with changeover
contacts, 10 A/ 250 V ~

Z2: Device type for Europe, Middle
East, Africa and Asia
Z1: Device type worldwide

4G, 3G, 2G supported frequency
bands.

Device antenna stubby
CMS-ANT-STUB/INT-50MM

Screw

Range
0-10V
4-20 mA

CMS-10R-DAC/DC12-48V (Z22/Z1)
10-48 V —=

4 digital / analogue 0-10 V —
2 analogue 4-20 mA — (15, 16)

4 x relay with changeover
contacts, 10 A/ 250 V ~

Z2: Device type for Europe, Middle
East, Africa and Asia
Z1: Device type worldwide

4G, 3G, 2G supported frequency
bands.

Device antenna stubby
CMS-ANT-STUB/INT-50MM

Screw

Compared with the voltage standard signal, the 4—20 mA current standard signal is less susceptible to electromag-
netic interference. It is also largely unaffected by the disadvantages of long cable runs between the signal sources
and the CMS-10R.
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3.3 Main operating functions

The device operates cyclically according to the selected sequence.

status. Input and output status can also be included in each message.
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Switch outputs on and off through the IoT Portal, the app, a web browser, an SMS message, or the call-in function.
Request input and output status through the app, a web browser, or SMS to obtain an overview of the system

» Configure a switch-off delay for an individual relay output if you want a command to switch its contact on and return

it automatically to its initial position after an adjustable time.

If required, configure the device to send a status message automatically at regular intervals.

+ If enabled under Manage / Events / Power on/off, the device detects a power supply interruption and sends a

message as its last event. It sends another message when power is restored.
When the loT Portal is inaccessible, Fallback mode sends pending alarms directly to the preset message receivers

by SMS only. Status messages also work only via SMS in this mode.

3.4 Locate terminals, controls, and status indicators

o—
o/
Mounting hole ) (2 }———%e + + - —|1l 1213 14 15 16
Power supply ) (3) Bty | ooy (16) (Digitalfanalogue inputs )
—~ DCO...10V
@ Status LEDs inputs
n 12 13 /14 15 16
O O 0O¢O O O
2G 3G 4G RUN  STAT
Status LEDs ® 090 c; STAT LED
mobile network signal) ( 4
M 13) ( RUN LED
UsB port ) (5 = JUSB Pair
(tsteor) (5 @
Serial no. label @ § [ ] Test
- T
ILIY a
eset
Status LED outputs) (7). 7
CMS-10R-DA/DC12-48V-Z2 yiN
o) (@ 3 —=®
14 12 [11 J24 22 [21 [34 [32 |t |44 42 a1 PaE
01I_ 02|._ 03|_ 04I_ @ ounting hoe

Figure 3.1: CMS-10R front view: numbered terminals, controls, and status indicators.

Mounting hole

Figure 3.2: CMS-10R rear views: mounting holes and DIN rail mounting bracket.
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1 - Antenna socket

» Connect the antenna to the antenna socket.
» Choose antennas and antenna extensions to suit your application. See Section 4.4.1, Antenna.

Important: Do not exceed the tightening torque of 1.0 Nm.

2 - Mounting holes

» Use mounting screws with a maximum thread diameter of 3.9 mm.
» Important: Do not exceed the tightening torque of 1.0 Nm.
« If the housing has pre-installed screws, remove them before mounting the device on the wall.

3 - Power supply

« Connect stranded conductors or wires with a maximum cross-section of 2.5 mm? to the screw terminals.
« Terminals with the same designation are connected electrically inside the device. Use them as feed-through
terminals to avoid multiple assignments.
» Terminal designation for the AC version:
L: outer conductor
N: neutral conductor
» Terminal designation for the DC version:
+: plus
- minus
» The terminals designated N / - form the common reference potential for the inputs.
» For the Power supply details of each device type, see Section 3.2, Identify your device variant.

4 - Status LEDs, Mobile network signal

Use these LEDs to identify the active mobile network standard (2G, 3G, or 4G). Their colour indicates signal strength.

LED status Operating mode Mobile network loT Portal
LED off Fallback: event storage on the None Not connected
device

LED flashing orange Fallback: SMS directly to recipient ~ Poor reception Not connected
LED lit orange Normal operation Poor reception Connected
LED flashing green Fallback: SMS directly to recipient ~ Good reception Not connected
LED lit green Normal operation Good reception Connected

5 - USB port

» The USB connection is for internal purposes only.

6 - Serial no. label

 Enter this serial number when pairing the device.
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7 - Status LEDs, Outputs
LED status

LED off
LED lit

8 - Relay outputs

Status
Relay switched off. Relay contact is open.
Relay switched on. Relay contact is closed.

» Every device type provides 4 changeover contacts.

9 - Ventilation slots

2 comat
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Flashing frequency

» Keep the ventilation slots clear to maintain adequate cooling. Do not tape over them or cover them with com-

ponents.

10 - Reset button

» For a normal restart, press the Reset button briefly and release it before 4 seconds.
» To perform a forced hardware reset, hold the Reset button for more than 4 seconds. Use this only if the

system is unresponsive; a forced hardware reset may result in data loss.

11 - Test button

+ Use the Test button to test the connection to the loT Portal.
» Pressing the button sends a message by push notification, SMS, pager, e-mail, and/or voice call according to

the configuration.

* Check the test status in the IoT Portal under Overview/Test.

Overview.

12 - Pair button

» Use the Pair button to pair the device with the loT Portal.

13 - RUN LED

LED status
LED off

LED flashing

14 - STAT LED

Status

The device is switched off or is not functioning.
See also Section 10.1, Troubleshooting.

The device and the firmware are ready for use
and are in operation.

» The STAT LED indicates the operating status.

LED status
LED off

LED flashing
LED flashing
LED lit

LED flashing

W ORLD O F
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Status

Normal operation

Firmware update

Firmware update / restart

Device shuts down / exits all running tasks

Device shuts down / terminates the connection
to the loT Portal and the mobile network

See Section 6.2.1, Check device status:

Flashing frequency

Slow

Flashing frequency

Fast, flashing
Slow

Fast, even
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15 - Status LEDs, Inputs

Digital inputs

LED status Status Flashing frequency
LED off Input value = logic level 0, low —_

LED lit Input value = logic level 1, high —_

Analogue inputs

LED status Status Flashing frequency
LED off Input level < lower threshold value —
LED flashing Lower threshold value < input level < upper Slow

threshold value

LED lit Input level > upper threshold value —

16 - Inputs, Digital / Analogue
Digital
A digital input is interpreted as logic level 1 (high) when its applied voltage exceeds the switch-on threshold.

Always use the same reference potential for the input voltages and the device Power supply.

Logic 1 Switch-on threshold
CMS-10R-D/AC110-240V-Zx > 24V AC
CMS-10R-DA/DC12-48V-Zx >6.0VDC
CMS-10R-DAC/DC12-48V-Zx >6.0VDC

Analogue, voltage

« When an input is configured as analogue, it converts 0—10 V DC into a value that you can scale, such as
temperature or flow rate.

« If the voltage exceeds 10 V DC but does not exceed the operating voltage, the input applies the configured
maximum value.

» The voltage input complies with IEC 60381-2.

Analogue, current

» The 4-20 mA DC input is designed as a current loop interface.
» The current input burden is 150 2. The full 4-20 mA DC range is converted into a scalable value.
* You can enable the current input. It complies with IEC 60381-1.

17 - DIN rail mounting bracket

« Use this slot to mount the device on a 35 mm DIN rail in accordance with IEC 60715.
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3.5 Check the delivery

+ When the device arrives, check the delivery against the delivery note.

» Contact your seller immediately if you find any defects or missing parts on receipt.

» For delivery conditions and information about returning goods, see the ComatReleco web portal.
+ For the next steps, see also Section 10.3, Replace or return a defective device.

3.6 Transport, storage, and returns

The device is supplied in its original cardboard packaging, which provides the best possible protection during trans-
port.

Store the device at room temperature in a dry place if you will not use it for an extended period.

For a return, repack the device in its original packaging as it was received. This ensures safe transport.

3.7 Check mobile network compatibility and coverage

3.7.1 Network coverage

The device can communicate through 750 mobile network providers worldwide. Coverage at your installation site
depends on the extent of the local provider’s network.

At the installation site, the device automatically selects the available network generation with the highest field strength.

Allow up to 5 minutes for roaming when the device switches between mobile networks or connects to

o the loT Portal from abroad.
Contracts with local providers are updated annually, so short-term coverage changes may occur at the
installation site.

3.7.2 Country versions

Check the ordering-code suffix to identify the modem variant: Z1 or Z2. These two variants support different public
mobile networks.

Network operation depends on both the frequency bands and cellular technologies supported by the selected modem
variant and the corresponding services offered by the local operator in the country of installation. These conditions
vary between operators and may change over time. This manual therefore does not give a fixed list of supported
countries or operators.

Before commissioning, verify that your product variant is suitable for the intended country and mobile network oper-
ator. If you need assistance, contact ComatReleco Technical Support. See Section 1.5, Contact details.

3.7.3 Frequency bands by modem variant

The following table lists the bands for modem variants Z1 and Z2. You are responsible for ensuring that the selected
variant is suitable for your application and operating region.

Standard Zone/region Frequency type Frequency bands

4G LTE Z1 LTE-FDD B1 (2100 MHz), B2 (1900 MHz), B3 (1800 MHz), B4 (1700 MHz), B5 (850 MHz), B7
(2600 MHz), B8 (900 MHz), B12 (700 MHz), B13 (700 MHz), B18 (850 MHz), B19
(850 MHz), B20 (800 MHz), B25 (1900 MHz), B26 (850 MHz), B28 (700 MHz)

4G LTE Z1 LTE-TDD B38 (2600 MHz), B39 (1900 MHz), B40 (2300 MHz), B41 (2500 MHz)
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Standard Zone/region Frequency type Frequency bands

4G LTE z2 LTE-FDD B1 (2100 MHz), B3 (1800 MHz), B7 (2600 MHz), B8 (900 MHz), B20 (800 MHz),
B28A (700 MHz)

3G UMTS Z1 UMTS B1 (2100 MHz), B2 (1900 MHz), B4 (1700 MHz), B5 (850 MHz), B6 (800 MHz), B8
(900 MHz), B19 (800 MHz)

3G UMTS z2 UMTS B1 (2100 MHz), B8 (900 MHz)

2G GSM Z1 GSM B2 (1900 MHz), B3 (1800 MHz), B5 (850 MHz), B8 (900 MHz)

),
2G GSM z2 GSM B3 (1800 MHz), B8 (900 MHz)

Important: A band listed in the device specification does not guarantee network access in a particular country or
on a particular operator network. Access also depends on that operator’s services and band configuration.

3.8 What happens during interruptions, resets, and updates

Power failure and recovery

If the device detects a failure of the Power supply, it uses its remaining stored energy to initiate message transmis-
sion through the loT Portal. It then shuts down automatically.

Messages are distributed either by simultaneous alarm activation or by an escalation chain. Settings remain perma-
nently stored in internal memory. The outputs switch off and the device disconnects from the loT Portal.

When the Power supply is restored, the device restores the most recent electrical output settings and applies the
most recent input configuration, regardless of the duration of the failure. It also re-establishes the mobile connection
and reconnects to the loT Portal.

The loT Portal then transfers any pending configurations to the device. If acknowledgement is enabled, the waiting
time continues. Events are sent to message receivers according to the configured maximum number of acknowl-
edgement runs.

A After the Power supply is restored, you must check that all outputs are in the correct and intended
state.

Notification when power is restored

If this message is enabled, the device notifies the recipient when operating voltage is restored and the device returns
to normal operation.

Mobile network interruption and recovery

While the mobile network connection is interrupted, the device temporarily stores any events that occur.

When the mobile network connection is restored, the device sends its cached events to the loT Portal. The loT Portal
then transfers any pending configurations to the device.

If acknowledgement is enabled, the waiting time continues. Events are sent to message recipients according to the
configured maximum number of acknowledgement runs.
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loT Portal interruption: fallback mode

If the loT Portal is inaccessible, the device activates Fallback mode and sends pending alarms directly to the pre-
defined message receivers by SMS only.

Output control by Call-in and SMS control messages works as in normal operation. See Section 6.2.5, Configure
and control relay outputs: Outputs, and Section 6.2.2.2, SMS output control. Message receivers are notified by SMS
only.

When the loT Portal connection is restored, events are sent to message receivers through the channels configured
under Notifications: push, SMS, pager, e-mail, and/or voice call.

To query the status of all inputs and outputs in fallback mode, send the SMS command status to the
o device.
Before controlling the device in fallback mode, enable SMS control for the relevant outputs and
enable SMS output control under Manage.
Use the acknowledgement code code in fallback mode.
The acknowledgement message is sent to all message receivers in this format: OK: Mobile phone number.

After the cloud connection is lost, switching to fallback mode may take up to 10 minutes. Status messages may
therefore be delayed. The device nevertheless continuously registers events and sends them directly to message
receivers. This ensures reliable operation at all times.

Reset button: restart and forced hardware reset

» Short press (< 4 s): release the button before 4 seconds to restart the device. The restart takes approximately
30 seconds to 1 minute.
* Long press (> 4 s): hold the button for more than 4 seconds to perform a forced hardware reset.

Both actions switch off the outputs and terminate the connection between the device and the loT Portal.

After a successful restart, the device restores the last state of each output and applies the last received configuration.
It also re-establishes the mobile connection and reconnects to the loT Portal.

Once connected, the device receives any pending configurations from the loT Portal.

0 Use the forced hardware reset only if the system is unresponsive. A forced hardware reset may result
in data loss.

Firmware update

Do not use the device during the firmware update.

When you start a firmware update, the device downloads the latest firmware. It restarts after the download completes
successfully.

The relay outputs switch off during the restart. They are not restored immediately after the firmware update. The
device then restores the last output states and applies the last received input configuration. It re-establishes the
mobile connection and reconnects to the loT Portal, which then transfers any pending configurations to the device.

If the update fails, the device starts with the previous firmware version and existing configuration.

Check the installed firmware version in Overview; see Section 6.2.1, Check device status: Overview. The Cogwheel
icon under Manage continues to indicate that a firmware update is available; see Section 6.2.2, Manage device
settings and ownership: Manage.
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Internal firmware error: watchdog restart

If an internal firmware error occurs, the watchdog automatically restarts the device within 2 minutes at the latest to
correct the fault. The behaviour is the same as after a manual reset.
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Chapter 4

Install and connect the device

A DANGER

Risk of death due to electric shock!
Only mount or dismantle the device when it is disconnected from the power supply. See Section 2.2,
General safety instructions.

A WARNING

Only qualified electricians may carry out the work in this chapter. See Section 2.3, Who may install
and use the device.

4.1 Before installation

» Follow these installation instructions. Observe the regulations and safety requirements for installation and
operation, including national safety regulations and generally recognised engineering practices. Refer to the
package insert and the certificate of conformity for safety-related data.

» Do not open, modify, or repair the device. Only the manufacturer may carry out repairs. Replace a damaged
device with an equivalent one.

+ Install the device only as a permanently fixed installation. Do not use it as a mobile unit.

» The device has protection class IP40 according to IEC 60529 / EN 60529. Use it only in clean, dry environ-
ments. Do not expose it to mechanical and/or thermal stress beyond the limits in the technical data.

0 Before installation, check that the device zone or region (Z1 or Z2) is suitable for the installation site.
See Section 3.7.2, Country versions

4.2 Mounting

4.2.1 Mounting the device

Install the device inside an additional protective housing. Mount it on a 35 mm DIN rail compliant with IEC 60715,
or use the mounting holes to attach it directly to the housing wall. See Section 2.2, General safety instructions.

The following minimum requirements apply to the protective housing:

* Ingress Protection IP40

+ Pollution Degree Il

+ Overvoltage Degree Il

+ Mechanical dimension standard DIN 43880
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DIN rail mounting

1. Place the device on the DIN rail from above.
2. Press the device evenly from the front onto the rail until it audibly clicks into place.

Mounting on a wall of the protective housing

1. Choose a mounting position on the rear wall of the enclosure. The device can be mounted directly, for example
using press-in nuts.

2. Check that the mounting position complies with the data sheet specification and allows adequate air circulation
through the ventilation slots.

3. Screw the device to the enclosure wall. Use screws with a maximum head diameter of 6 mm and a maximum
thread and shank diameter of 3.9 mm. Do not exceed the tightening torque of 1.0 Nm.

4.2.2 Dismantling the device

DIN rail mounting

1. Remove all electrical connection wires.
2. Insert a screwdriver into the tab at the bottom of the device and release the lock by moving it downward.
3. Lift the device off the DIN rail.

Removal from the enclosure wall

1. Remove all electrical connection wires.
2. Loosen the screws.
3. Remove the device.

4.3 Connect the power supply, inputs, and outputs

4.3.1 Power supply

» When connecting to the 230 V AC mains, ensure that the Power supply and the supply to the inputs are
connected to the same outer conductor.

» No voltage exceeding 240 V AC may be present on the device.

» The device is insulated and does not require a protective conductor (earthing) connection.

» Connect the device according to one of the following connection variants.

4.3.2 Wiring of the CMS-10R-D inputs

\ 2 1 + The digital inputs must not be connected to different outer
N L2 conductors, L1, L2, L3.
L3

Figure 4.1: CMS-10R-D input wiring: invalid
connection to different outer conductors.
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Figure 4.2: CMS-10R-D input wiring: digital inputs

4.3.3 Wiring the CMS-10R-DA inputs

connected to one outer conductor.

Figure 4.3: CMS-10R-DA digital input wiring.

L
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— |1 12 13 14 5 16

(080085585 ]

Figure 4.4: CMS-10R-DA analogue input wiring.

4.3.4 Wiring the CMS-10R-DAC inputs
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Figure 4.5: CMS-10R-DAC digital, voltage, and
current input wiring.
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» Connect the digital inputs to an outer conductor, L.

» Connect the digital input contacts between + and inputs
11-16.

» 11-16: Digital inputs.

» Connect the positive lead of the 0-10 V analogue source
to the input configured as analogue (14 in this example).
Connect its negative lead to the device - terminal.

« Connect the contacts of the digital inputs to +.
» Connect the analogue sources between + and -.
» Connect the power sources to +.
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4.3.5 Wiring the CMS-10R-D / -DA / -DAC relay outputs

» Connect the input signal of the relay contact to terminal
11. Connect the load to terminal 12 or 14.

CMS-10R

2850

CMS-10R

gage

» Connect a load that meets the minimum contact load of 10

Figure 4.6: CMS-10R relay output connection
example.

Figure 4.7: CMS-10R relay output wiring.

A Do not apply three-phase voltage (400 V / 3-phase) to the outputs.

4.4 Antennas and antenna cables

The CMS-10R is supplied with the CMS-ANT-STUB/INT-50MM GSM device antenna. Use a remote antenna where
required by the installation conditions.

The antenna and cable types described below are available.

4.4.1 Antenna

The Stubby GSM device antenna (CMS-ANT-STUB/INT-50MV) is a fixed antenna. Connect it to the antenna socket.

Use this antenna where signal strength is good and electromagnetic shielding is negligible. It is suitable for indoor
installation in a non-metallic control cabinet or distribution box, such as a plastic enclosure, or in a timber-frame
building.
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4.4.2 Antenna extension cables

All listed antenna types can be used with any of these extension cables:

* CMS-ANT-KAB/2.5M
* CMS-ANT-KAB/5M

* CMS-ANT-KAB/10M
* CMS-ANT-KAB/20M

Keep antenna cables as short as possible to avoid unnecessary losses.

An extension cable is recommended for magnetic-base and outdoor antennas.

« The CMS-10R may only be operated with antennas and antenna cables from the ComatReleco ac-
cessories range. Refer to this range for Order details and accessories.

» The supplied device antenna CMS-ANT-STUB/INT-50MM is not suitable for installation in a metallic con-

o trol cabinet because of the shielding effect.

» When using antenna cables, ensure that the total length does not exceed 25 m. Wherever possible,
use a single antenna cable rather than several shorter cables. Select the shortest possible antenna
cable.

» During operation, persons must maintain a minimum distance of 20 cm from the antenna.

» Take care when installing external antennas. Twisting the antenna cable may cause damage and
impair correct operation.

» Observe the maximum bending radius of the antenna cable.

» For pre-assembled antenna cables and other antenna types, contact ComatReleco Technical Support,
see also Section 1.5, Contact details.
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Chapter 5

Commission the device in the loT Portal

Use this chapter to create or access your account, add and pair the device, then choose a service profile. Pair
the device before configuring it. Pairing starts the fee-based service profile. Continue with device configuration in
Chapter 6; account and payment settings are in Chapter 7.

5.1 Access the loT Portal and plan commissioning

Use the ComatReleco loT Portal to commission and operate your device. You do not need programming skills. You
need basic PC and web browser skills and an understanding of the relevant terms.

'-‘ gg{‘é‘gg loT Portal Need help? Support  English

Figure 5.1: ComatReleco loT Portal login page.

5.1.1 Commissioning sequence

Commissioning requires a user account in the loT Portal. Create an account first if you do not already have one.

To commission a new device, follow this sequence:

Create an account or log in; see Section 5.1.2, Log in, create an account or reset your password.

Add the device using the procedure for your role; see Section 5.2, Add a device to your account.

Pair the device using its serial number and the device’s Pair button; see Section 5.3, Pair your device.
As the owner, select a service profile; see Section 5.4, Select a service profile and SMS packages.

o M b=

Configure the device; see Section 6.2, Configure and operate a device.

Pair the device before configuring it. Using Pair activates the fee-based service profile for a one-year term.
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5.1.2 Log in, create an account or reset your password

Need help? Support  English

Log in
E-mail

Password ®

Forgot password?  Password recovery

or

Don't have an account? Create an account

App available - Google P|ay ‘ pp Store
—

GUI Version: 1.2.0b (069b75eca)
Server Version: 1.1.0g (b6d890831)
© ComatReleco AG
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Figure 5.2: Login, account creation and password recovery options.

Log in to an existing account

Enter your e-mail address and password, then select Login.
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Create a new account

Select Create account.
Complete all mandatory fields marked with an asterisk, *.
Read and accept the privacy policy.

0w Dnh =

Confirm your e-mail address using the confirmation e-mail sent to you.

If you do not receive the confirmation e-mail, check your spam folder or ask your IT Manager to adjust the firewall
settings.

Reset a forgotten password

On the home page, select Reset password.

Enter your account e-mail address and select Send recovery e-mail.
Open the link to the loT Portal in the recovery e-mail.

Enter a new password using this link.

o > b =

Log in with your new password.

Select a language
You can select the language on the login page or change it later in your profile. See Section 7.2.1, Menu: Profile.

Your password must contain at least 8 characters, including a number, a special character, an uppercase

letter and a lowercase letter. After five consecutive incorrect password entries, login is blocked for 5
minutes.

Use the eye symbol to display the password text.

5.2 Add a device to your account

Before you start: Create a user account and log in. The devices overview appears after login. If the system asks
whether notifications are allowed, select Allow.

Choose the procedure that matches your role: installer, owner or invited user with an invitation code.
5.2.1 Add a device as the installer
Use this procedure when you install a device for another owner.

[ ] CMS-10R owner
@ criot.owner@comatreleco.com

I Home + Add a device W\ Disable notifications C Refresh
on
i

omat loT Portal B8 Account SMS available: 264 )} Need help? Support  English -

e C
a% RELECO

Name Reference Device model  Owner's e-mail Status Service profile Expires. SMSavallable g
for this month

[ 0 Devices

Search ltems per page 100

My owned devices
My assigned devices
My installed devices

Figure 5.3: Devices overview: adding a device as installer.

1. From the devices overview, select + Add a device to add a new device.
2. Select Set up a new device.
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You can choose to setup a new device or
to add a device to your account with an invitation code

Add a device

Set up a new With invitation
device code

Figure 5.4: Start setting up a new device.

Need help? Support

1. Define the owner
‘Add an owner for the device. The owner is the recipient of the invoices, ., he pays the
invoices.

eroaveomss G v [@ o]
e [@n
the device? ®

Figure 5.5: Specify that you are the installer and

identify the owner.

If the owner already has an account
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Select Set up a new device to begin the installer setup.

3. Select No because you are the device installer.
4. Enter the device owner’s e-mail address.

The database checks whether this user already has an account.

.
==

Device setup

This wizard will help you
during the

© et ecwner

@ e decearame

© cortrmsion

Need help? Support

of a new device

Add an owner for the device. The owner s the recipient of the invoices, i.e., he pays the
invoices.

Are you the owner of és N6
the device? o ®

Owner's e-mail iot-cms10r@comatreleco.com ]

& Eisting wer

o |

Case A: The future owner receives an e-mail with a link to
log in to the loT Portal and accept or decline the invitation.

If the user accepts, that user becomes the owner. If the
user rejects the invitation, the installer remains the owner.

The invitation is valid for 30 days. After this period, resend
it under Manage, Change owner; see Section 6.2.2, Man-
age device settings and ownership: Manage.

After the invitation is accepted, complete only the owner
setup steps still outstanding in Section 5.2.2, Add a de-

Figure 5.6: Owner invitation for an existing loT Portal

user.

W ORLD O F RELAYS

vice as the owner. Follow the guidance at the start of that
section if owner setup is already complete.
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Add an owner for the device. The owner is the recipient of the invoices, i, he pays the

= invoices.

e
==

Device setup

This wizard will help you
of

Are you the ownerof
O vYes No
the device? ®

during the 2 new device

© e e o

Owner's e-mail new_owner@comatreleco.com o

@ et dovceamame 2, This user does not exis in the database

jon to il address to
to manage this device.

an i
join the loT portal an

© corimaien

ki) m

Need help? Support

Case B: The user receives an e-mail with a link to create
an account and log in to the loT Portal.

The user must create an account and add a standard pay-
ment method before accepting or rejecting the invitation.

The invitation is valid for 30 days. After this period, resend
it under Manage, Change owner; see Section 6.2.2, Man-
age device settings and ownership: Manage.

After the invitation is accepted, complete only the owner
setup steps still outstanding in Section 5.2.2, Add a de-

Figure 5.7: Owner invitation for a new loT Portal user.

5.2.2 Add a device as the owner

vice as the owner. Follow the guidance at the start of that
section if owner setup is already complete.

Check what is already complete: If the device has already been added, do not add it again. Complete only the
owner setup steps that are still outstanding. If owner setup is complete, skip this procedure and continue with the

next outstanding task:

« If the device is not yet paired, continue with Section 5.3, Pair your device.

« If it is already paired, complete any outstanding service-profile selection and device configuration; see Sec-

tions 5.4 and 6.2.

Before you start: Create a user account and log in. If the system asks whether notifications are allowed, select

Allow.

s comat
a®% RELECO °T Portal

B Account SMS available: 264

W Need help? Support ~ English - CMS-10R owner

- cr-iot.owner@comatreleco.com

I rome

Name Reference

[ 0 Devices m

Search

My owned devices
My assigned devices
My installed devices

Device model

+ Add a device W\ Disable notifications C Refresh

Service profile Expires on SMSavallable g

Owner's e-mail Status
for this month

Figure 5.8: Devices overview: adding a device as owner.

1. From the devices overview, select + Add a device to add a new device.

2. Select Set up a new device.

Add a device

You can choose to setup a new device or
to add a device to your account with an invitation code

Set up a new
device

&

With invitation
code

Figure 5.9: Start setting up a new device as owner.

W ORLD O F

RELAYS

Select Set up a new device.
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3. Select Yes because you are the device owner.

1. Define the owner

=

- /Add an owner for the device. The owner is the recipient of the invoices, i.e., he pays the
&
Device setup are youthe owner of O
the device?
o

If yes:
You, as the installer, remain also the owner and receive the invoices for all
services and purchases.

f no:
Enter the Owner's e-mail and he/she wil receive an invitation with a link

1f the Owner already has an IoT Portal account, he/she can use the fink to log in
and accept the invitation.

If the owner does not have an account yet, the link can be used to create a new
account and then he/she can log n to the 10T portal and accept the invitation,

Figure 5.10: Confirm that you are the device owner.

4. Enter a device name of no more than 30 characters and

2.Give the device a name

= .
%ﬁ select the device model.
Demen 5. Optionally, enter a reference, such as the name of the

building, plant or machine to which the device belongs.

Reference (Optional)  Democase

e [ The reference appears in the devices overview and is printed
on the order confirmation and invoice for the service profile pur-
© cortrmacen
CMS-10R-DAC/DC12-48V Chase

Figure 5.11: Enter the device name, model and
optional reference.

If you use SMS notifications, keep the device name and reference short and avoid special characters. Long names,
long references and special characters may increase the SMS length. A notification may then be split into multiple
SMS messages and charged accordingly.

— 6. Select Pair to continue commissioning; see Section 5.3,
‘ Pair your device.

Congratulations, a new device has been created

e To return to the devices overview, select Home page; see Sec-
. — = tion 6.1, Find devices and check their status.
(K3

@ Grevesercemame Pair Configure Home page

© cotmien

Need help? Support

Figure 5.12: Continue commissioning after adding
the device.

Pair the device before configuring it. Using Pair starts the one-year, fee-based service profile. See Section 5.1.1,
Commissioning sequence.
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5.2.3 Add a device using an invitation code

Use this procedure if another user has sent you an invitation code by e-mail or SMS.

Before you start: Create a user account and log in. If the system asks whether notifications are allowed, select

Allow.

comat ; Portal

[ o~
% RELECO

B Account SMS available: 264

CMS-10R owner

N ? English [ .
L) Rl wer sz cr-iot.owner@comatreleco.com

I rome

Name Reference

[ 0 Devices HH

Search

My owned devices
My assigned devices
My installed devices

SMS available

Service profile upires
s " for this month

Figure 5.13: Devices overview: adding a device with an invitation code.

1. From the devices overview, select + Add a device to add a new device.

2. Select With invitation code.

Add a device

You can choose to setup a new device or
to add a device to your account with an invitation code

Set up a new With invitation
device code

Select With invitation code for the code received from another
user by e-mail or SMS.

Figure 5.14: Choose the invitation-code option.

Add a device to your account

Please enter the invitation code you received by e-mail or SMS.

roaton code :I

Add a device

3. Enter the invitation code received by e-mail or SMS.

You can then use the device.

Figure 5.15: Enter the invitation code.

W ORLD O F RELAYS
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5.3 Pair your device

Pair the device after adding it and before configuring it. Pairing starts the one-year, fee-based service profile. See
Section 5.1.1, Commissioning sequence.

5.3.1 Pair directly after adding the device

Before you start: Complete the Device setup procedure in Section 5.2, Add a device to your account. Have the
device serial number available; it is printed on the label on the front of the device.

P— 1. In the last step of Device setup, select Pair.

Thank you, this device is ready to be used.

Congratulations, a new device has been created

5

@ e tnecence aname Pair Configure Home page

Figure 5.16: Pairing at the end of Device setup.

iiing 2. Enter the device serial number from the front label.

Please enter the serial number as printed on the device before pairing

(@YD)
l — Example: 1939VS000096.

Pair a device

Support Testdevice
CMS-10R-D

Figure 5.17: Enter the serial number printed on the
device.

ke 3. Check that Device registered appears on the right. This
information appears when the serial number is valid.

(«l)))
P— [ o Peiceies 4. Select Pair.

Pair a device [ |

Please enter the serial number as printed on the device before pairing.

CMS-10R loT Solution
CMSs-10R-DA

Figure 5.18: The portal confirms a valid serial
number.
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Pairng 5. Press the Pair button on the device to acknowledge pair-
Please enter the serial number as printed on the device before pairing. |ng. See FIgUI’e 31’ Item 12

((I))
Serial number o

Pair a device Please press the ‘Pair
v

Device registered

button on your device.
CMS-10R loT Solution
CMs-10R-DA

Cancel Pairing

Figure 5.19: Acknowledge pairing on the device.

After successful pairing, choose your next action:

Congratulations

((‘l’)) - Close: return to the devices overview; see Section 6.1,
oo Find devices and check their status.
Pair a device . . .
e » Manage your device: configure the device; see Sec-
CH5-10R DA tion 6.2, Configure and operate a device.

It can take up to 10 minutes for the status to appear in the loT
Portal.

Using Pair starts the one-year, fee-based service profile.
Figure 5.20: Successful pairing and next actions.

5.4 Select a service profile and SMS packages

Before you start: Pair the device. Only the device owner can select and manage its service profile.

A service profile must be selected after pairing. For details of the available functions and service profile settings,
see Section 6.2.8, Manage the service profile: Service profile.

Select the service profile

Select a service profile that provides the functions you require.

» During the one-year term, you can switch to the next higher service profile at any time.
+ You can switch to a lower service profile only after the current term has expired.

Select optional SMS packages

Select the required number of SMS packages and add them to your shopping cart.

0 You can skip this step and purchase SMS packages later at any time. See Section 7.2.3, Menu: SMS
package.

Review the selected items and complete payment in the shopping cart; see Section 7.3.4, Review the shopping cart
and pay. For payment preferences, invoice groups and renewals, see Section 7.3, Manage payments, billing groups
and account inactivity.
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Chapter 6

Configure and monitor your device

Use the device view to configure inputs and outputs, select recipients and notification behaviour, and review recorded
events. The following sections retain the menu names used in the IoT Portal so that you can match each instruction
to the screen.

6.1 Find devices and check their status

After you have configured a new device successfully, the loT Portal shows an overview of all your devices. Choose
device view or list view. The information shown depends on the selected view.

Device view

Fcomat o7 poral B Account SMS avaiable:264 1§ Need help? Support Engish

w®% RELECO g
&)

Home
! @ My owned devices (100)

0% o0o0cc QO (@) ©
Buton owich  Reed contact CMS- 10R-DA loT Fotemometsr Temparsure  guton Swch  Resdonact

CMS-10R-D loT Application examples
CMS10R.0A ® Comnected
Application examples » » »
CMS10R0 0 Notpaired LEDgreen  LeDbiue  Flashight Fan LeDgreen  LEDbUe  Flashight Fan
Expires on 0ct 10,2023

c

Button Switch Reed contact Potentiometer  Temperature

CMS-10R-DAC lo
T

Application examples
CMS-10R-DAC © Not paired

LED green LED blue Flashilght Fan

Figure 6.1: Devices overview in device view.

List view

s comat o7 poral P AccountSuS valable:264 1, Neadheg? Sppart Engsh G 2 ;ﬁ;ﬂ:’;;‘;;,,om

w®% RELECO

® &)
O]

Name Reference Device model avaitale for thismonth ~ Firm

Status Service profe Expires on

loTportal Device for printscreens CMSI0RDA ot portal.3076@gmallcom ® connected WwProfessional 1010723 30/ 30 1.20m (dev)
@ Test box CoRe CMS10RDA  iotportal.3076@gmail.com © Not paired
Testz1 CMS10RDA  iotportal.3076@gmail com Not paired

Figure 6.2: Devices overview in list view.
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Find a device
Enter a keyword in Search, item 2. To limit the overview to a particular group, choose a filter at item 3:

» My owned devices: devices for which you are the owner.
+ My assigned devices: devices assigned to you.
» My installed devices: devices for which you are the installer.

Read and use the overview

The numbered elements in the figures provide the following functions and information:

Switch between device view and list view.

Enter a keyword to search for a device.

Select the filter criteria for the devices shown.

Check the number of SMS remaining in the purchased SMS package. All devices belonging to the same owner

can use these SMS.

Open the SMS Package menu; see Section 7.2.3, Menu: SMS package.

Select the loT Portal language.

Activate or deactivate push notifications.

Open the user account settings; see Section 7.2, Manage your account and SMS credit.

Add a new device.

In device view, read the device’s Name and Reference, Device model, Status, Service profile and Expires

on. Status information includes Connected, excellent and good reception / Connected, bad reception / Device not

paired / Last connection. Click the device to open its Overview menu; see Section 6.2.1, Check device status:

Overview.

11. Check input and output statuses and switch outputs on or off directly.

12. In list view, read the device’s Name and Reference, Device model, Owner’s e-mail, Status, Service profile,
Expires on, SMS available for this month and Firmware version. Status information includes Connected,
excellent and good reception / Connected, bad reception / Device not paired / Last connection. Click the device
to open its Overview menu; see Section 6.2, Configure and operate a device.

13. Select Refresh to retrieve all device statuses again.

b=

S©®NOO,

6.2 Configure and operate a device
Use this section after adding and commissioning the device. Follow the menu descriptions in the order that suits

your task: check status, manage access and settings, configure inputs and outputs, set notifications, and review
activity. Keep actual device and loT Portal menu labels when following the procedures.

6.2.1 Check device status: Overview

Open the device’s Overview menu to check its connection, available SMS and event quotas, firmware versions, and
input/output states. The numbered items below correspond to Figure 6.3.
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Overview

Manage

Event log

Power on/off

Test/ Reset

Connectivity

Button
Switch

Reed contact
Temparature

Potentiometer

Input 6

LED green
LED blue

Flashlight
Fan

Service profile

Maintenance

Event log

LECO

Users / Machines

Periodic status

mat

10T Portal ¢ Home o

B8 Account SMS available: 160

Devices > CMS-10R-DAC loT > Overview

Overview

@ & Managers
Owne atus
| ®
oy CMS-10R-DAC loT @ o Mobie network
ey Application examples 10T installer all (67 dBm / Excellent)
= Swisscom
+4177 08569 31
Inputs m Outputs m
1.Button (©) 1.LED green »
2.Switch o 2.LED bive »
o 3. Flashlight »
20134°C 4Fan »
R Lastupdate 723, 4510
T2, as3Pm
CMS-10R Documentat tion =} Test button status (press button on your device) O

(1)

Allow remote access

W Need help? Support ~ English

comat
RELECO

10T owner

criot.owner@comatreleco.com

Figure 6.3: Menu Overview.

Select Home to return to Devices overview; see Section 6.1, Find devices and check their status.

Firmware, MCU and modem versions, with an indication of whether they are up to date or an update is available
Connection status: connected with excellent or good reception; connected with bad reception; device not

3G [dBm] 4G [dBm]
<-103.7 <-93.3
<-90 <-80
>-90 > -80
>-75 > -70

If you need support, select Allow remote access to authorise the ComatReleco AG support team to access the

1.
2. Device type
3. Device name and service profile, including device reference if entered
4. Names of the device owner and the device installer
5. Device serial number
6. SMS available for the current month under the selected service profile
7. Events available for the current month under the selected service profile
8.
9.
paired; last connection in the format DD/MM/YY, HH:MM AM/PM; or maintenance mode
10. Mobile network provider and signal strength display, 1—4 bars
Signal strength 2G [dBm]
Not connected <-102
Poor < -89
Good > -89
Excellent > -74
11. Device telephone number
12. Select Refresh to retrieve the current device statuses.
13.
device for one hour.
14. Status of inputs
15. Output states. You can switch outputs on or off directly if you have the required authorisation.
16. State of the device’s Test button; see also Section 1.4, Documents and support.
17. Documentation

W ORLD
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6.2.2 Manage device settings and ownership: Manage

Use Manage to identify the device, set its local time, change ownership or installer access, and open the event and
device-management functions.

e comat English
CH IoT Portal ¢ Home B Account SMS available: 160 M Need help? Support  Englis! %
W—s RELECO e S
Devices > CMS-10R-DAC loT > Manage
Refresh
oveves_(7) Manage 3
7
Users / Machines
Event log
Edit
Power on/off CMS-10R-DAC loT 7 4 Managers
Potodl atatis Ovner Installer
10T owner oT installer
festatesst @ Application examples 7 Gy e L
0.0
o

Button (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna ~ ~ @) Adjust for daylight saving time automatically
Switch

Reed contact

Temparature

Potentiometer

Input 6

Help message [ )

Allow the message receiver to request SMS
LED blue output control messages

LED green

Elashlioht

Figure 6.4: Menu Manage.

Change the device name.

Change the device reference.

Change the owner. Only the current owner can do this; see Section 6.2.2.1, Change owner / Remove installer.
Remove the installer. Only the owner or installer can do this. Once the installer is removed, Add installer
appears; see Section 6.2.2.1, Change owner / Remove installer.

5. Set the current time zone for the device location. Choose whether to adjust for daylight saving time auto-
matically (DST).

el

Set the time zone before scheduling reports

» A new device defaults to Coordinated Universal Time (UTC). Change this setting to suit the device location.
Selecting a time zone other than UTC activates DST automatically; you can then disable DST if required.

» The time-zone setting ensures that the times entered for Periodic status report in Manage and Inputs cor-
respond to the local time at the device.

6. Configure events; see Section 6.2.6, Configure notifications and acknowledgement: Events.
7. Manage the device; see Section 6.2.2.3, Manage your device.

6.2.2.1 Change owner / Remove installer

Only the current owner can transfer ownership.

1. Select Change owner (Figure 6.4, item 3).
2. The proposed new owner receives an owner invitation by e-mail.
3. If the new owner already has an loT Portal account (Case A), they use the link to accept or reject the invitation.

If they do not have an account (Case B), they must create one before accepting or rejecting the invitation via the
link.

« The invitation is valid for 30 days. After this period, it is set to Ignored and is no longer valid.
» The current owner remains active until the new owner accepts the invitation.
» To remove installer access, select Remove Installer (Figure 6.4, item 4).

» Use this function when installation and configuration are complete and the installer no longer needs device
access.

W O RLD O F RELAYS 45013-197-54-001-EN | Page 39



2 comat
s RELECO

\f

6.2.2.2 SMS output control

Request available SMS switching commands

Help message L ]

Allow the message receiver to request SMS output control messages

Figure 6.5: SMS output control help message.

You can allow message receivers to request the available output control messages by SMS.

1. Send Help by SMS to the device telephone number (Figure 6.3, item 11).
2. The requester receives the current SMS control messages for every output whose message is activated (Fig-
ure 6.20, item 5).

0 Any user can request an output control message, even if they are not entered in the Message receiver
window.

Activate the Help message if you need to query these messages in fallback mode; this is the recommended setting.

A Select Apply to save the settings. Selecting Close does not apply them.

6.2.2.3 Manage your device

Use these functions to back up, transfer, unpair or delete a device:
€2 Manage your device
« Unpair: Disconnect the device from the owner account. The device

s bethain can no longer be used after unpairing. Allow up to 10 minutes for the
© 'mport configuration status to appear in the loT Portal.
& Export configuration » Import configuration: Transfer a configuration from an old CMS-10

or another CMS-10R. Check every value after importing.

» Export configuration: Save the current configuration as a backup or
for transfer to another device.

i Delete

Figure 6.6: Device management

functi » Delete: Delete the device entry. Unpair the device first.
unctions.
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6.2.2.4 Importing the configuration from an old device

CSR file users / machines import
Please define the type of each element as a user or a machine.
User M
Index  Name Phone number User  Type Action @
1 User 1 +41 1 User - =
2 User2 41000000002 User - -]
3 User3 41000000003 User - =
4 User4  +41000000004 User - -] /]
5 User5  +41000000005 User - -] l
5 -
Legend
n An invitation sms will be sent.
Cancel m

Figure 6.7: Importing the configuration from an old device.

* When importing an old CMS-10 configuration, select the type (user or machine) and rights (View status,
Control device, Manage device). Set them individually or apply them to all entries.
+ Check Action for the note indicating that an invitation SMS has been sent to the corresponding number.

6.2.3 Give users and machines access: Users / machines

+ To configure the device, you must be an Installer, an Owner, or a user with "Manage Access” privileges.
+ Use this menu to view the registered users and machines.

s comat y engteh . o
CH RELECO loT Portal ¢ Home 8 Account SMS available: 160 B\ Need help? Support gl o e Reioes Do b
Devices > CMS-10R-DAC loT > Users / Machines
: Add a machine
i) Users / Machines [ 2 nadouee |
® ©
W[ vsers/ vacnnes | ® AL ABC DEF GH K LMN 0P QRS UV  WX¥Z
Eventlog
(0 CMS-10R pager @ 2 CMS-10R user(User not confirmed) H 2 loTinstaller
Power on/off B +41740300000 criot.user@comatreleco.com criot installer@comatreleco.com
Perlodic status
B 41790000000 B 41767926767
Test / Reset @
Connectivity s Status access

Button

Switch 2 loT owner
Reed contact
criot.owner@comatreleco.com
Temparature
+4176792 67
Potentiometer W :417679267,65

Input 6

Figure 6.8: Menu Users / machines.

1. Business card for each user / machine
2. Add a user
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4. Menu item: Edit user / Delete user

6.2.3.1 Add / edit users

» Before adding users, check the user limit of the selected service profile; see Section 6.2.8, Manage the
service profile: Service profile.

« Select the rights for each user according to the access they need:

Rights
Status access

Control access

Manage access

Possible functions

View all input and output states in Overview; see Section 6.2.1, Check device status:
Overview.

Receive and acknowledge messages

View all input and output states in Overview; see Section 6.2.1, Check device status:
Overview.

Receive and acknowledge messages

Control the relay outputs

View all input and output states in Overview; see Section 6.2.1, Check device status:
Overview.

Receive and acknowledge messages

Access all management options

2 Invitation

O sms

p= | .
(®) Email  griotuser@comatreleco.com

1. Select Add a user (Figure 6.8, item 2).

2. Choose SMS or e-mail and enter the mobile phone number
or e-mail address.

3. Select the user’s rights from the options described in the pre-
ceding table.

2, Existing user

4. Case A: If the user already has an loT Portal account, select
Add user. The user is added immediately.

@ Privileges

Control access
[[] Manage access

Exit

Figure 6.9: Add or edit users - Case A.

Language selection for invitations

+ Select the invitation language when inviting a new user.

+ This option is available only if the invited user does not already have an account.

» You can also select the invitation language when inviting a new device owner.
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Case B: If the user does not yet have an loT Portal account,

S choose one of the two options below.
2 Invitation

P P » Select the required user rights; see Section 6.2.3.1, Add /
® email | criotuser2@comstreleco.com| @ £ [~} edit users.

Case B1: Select Send invitation.

2, This user does not exist in the database.

s eie ot « The user receives an invitation code by SMS or e-mail.
manage this device. .
> They log in to the loT Portal and use the code to add the

device.
S » The invitation expires after 30 days. If it expires, send it
English = again under User.

e Case B2: Select Create account.

() Privileges

N + Enter the required information to create the new user ac-
Control access count direCtly.

[ Manage access

» The user receives the login credentials and an account-
Exit confirmation link by e-mail.

Figure 6.10: Add or edit users - Case B.

Unconfirmed user

« Until the invited user confirms the account, their business

2 CMS-10R Account{User not cenfirmed) | |Z| card shows User not confirmed.

» To resend the invitation code by e-mail or SMS, select
Edit.

Cr-iot.account@comatreleco.com

B +41 790000000

Status access

Control

Manage access

Figure 6.11: Unconfirmed user.

Change user rights

= User not confirmed

iot-cms10r.user@comatreleco.com Re-send invitation

(3 Privileges

Control access

Manage access

-

Figure 6.12: Change user rights.

1. Open Edit on the user’s business card (Figure 6.8, item 4).
2. Select the required rights; the options are described in Section 6.2.3.1, Add / edit users.

Change a user’s e-mail address or telephone number in that user’s account, rather than in this rights window; see
Section 7.2.1, Menu: Profile.
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6.2.3.2 Delete user

» Select Delete and confirm the security prompt to remove
& Usernot confirmed El the user’s business card and their access to this device.

iot-cms10r.user@comatreleco.com N

g Edit

Control access @ Delete

Manage acc

Figure 6.13: Delete user.

6.2.3.3 Add / Edit / Delete machine

» Use a machine entry for a telephone server, alarm server or pager system, such as a paging receiver or radio
paging receiver.

» The device sends messages to the machine. The machine can forward them automatically to message re-
ceivers such as on-call services or emergency organisations.

« An SMS sent to a machine contains only the message text. It excludes the device name, input/output names,
and analogue input values and units.

« E-mails to a machine contain the same information as e-mails to a user.

Machine-to-machine SMS sender humbers

For security reasons, the SMS sender numbers used for machine-to-machine communication are provided on
request. Please contact ComatReleco Technical Support to obtain the numbers required to configure your
receiving system.

Add machine
(cOCreate machine 1. Select Add a machine (Figure 6.8, item 3).
o cmst Pg 2. Enter the machine’s telephone number or e-mail address.
3. Enter it again in the second field to confirm it. A machine
Phone number o phone number cannot respond to an account-confirmation e-mail as a user
\. +41 74 030 00 00 +4174 030 00 00

can.
Use the lower part of the window to send a message or test
SMS and check reception.

>

Use legitimation number
Normally legitimation number is not used. However, if you want to
use it, make sure you are configuring the correct number

ation Number * Confirm Legitimation Number

0]
]

E-mail address Confirm e-mail address

You can send a test SMS to this machine.

Test message (max. 30 characters)

Figure 6.14: Add machine.
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Legitimisation number for pagers: If your pager provider, for example Swissphone, stores a unique
identification number for the pager system, enter it as the legitimisation number.

Messages to machines use UCS2 by default. A message containing only GSM7 characters uses GSM7.
The legitimisation number must contain at least 4 numbers.
You can configure any telephone number for a machine, including a landline/fixed telephone number.

o Each pager notification deducts 1 SMS from the SMS account.

message is still sent and one SMS is deducted. The message is not received and no notification is

o If pager notifications are enabled without a pager number associated with the account, an alarm
delivered.

For machine messaging, use the following English-language opt-out, opt-in and help keywords:

» STOP prevents notification and adds the recipient to the blacklist.
» START starts notification.
» HELP provides help.

o Message and data charges may apply.

6.2.4 Configure input monitoring: Inputs

Before configuring an input, check the device type selected when the device was created. It determines which input
functions are available:

Type and scope of functions

Type Scope of functions

CMS-10R-D 6 digital voltage inputs
Input voltage range: 95-240 V ~

CMS-10R-DA 6 digital or analogue voltage inputs, switchable
Input voltage range, digital: 10-48 V —
Input voltage range, analogue: 0-10 V —

CMS-10R-DAC 4 digital or analogue voltage inputs, switchable
Input voltage range, digital: 10-48 V —
Input voltage range, analogue: 0-10 V —
2 current inputs, 15 and 16: 4-20 mA —

0 Each input channel is sampled at 10 Hz.
Signals lasting less than 100 milliseconds at an input are not detected.

6.2.4.1 Configure digital inputs

Use the numbered controls in Figure 6.15 to set up a digital input and its high/low messages.
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LS SCMSE o7 Portal ¢Home I Account SMS available: 160 W\ Need help? Support  Engl L

Devices > CMS-10R-DAC T > Button
S Button
® ®
Users / Machines et Nams Trpe
Eventlog
Power on/off

E 7
Periodic status vents
Test/ Reset "
Connectivity Input ON [} Input OFF ® Notifications °

” Users / Machines
on ot
| | I Message receiver (5 max)
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Figure 6.15: Configure digital inputs.

Activate or deactivate the input.

Enter the input name.

Select digital or analogue, according to the device type. Digital is selected by default.

Set the digital input event message delay.

Enter the message for a controlled input (input high).

Enter the message for an input that is not controlled (input low).

Select message receivers and channels with (+). Configure acknowledgement as described in Section 6.2.6,
Configure notifications and acknowledgement: Events.

NoO O~ ON

Event message delay for digital inputs Set a message delay for each digital input event. The message
is sent to the user only after the delay has elapsed.

Enter the delay in hours, minutes and seconds.

The message delay limits are:

0 * 0-99 hours
* 0-59 minutes
* 0-59.9 seconds
* maximum 99:59:59.9
The minimum value is 0.5 seconds.

The default value is 1.0 second.

+ Select Apply to apply the settings.
 Selecting Close does not apply the settings.

« If several inputs change state at the same time, separate messages are sent for each input and each activated
event.

« Input state changes that generate messages are processed in their order of occurrence. Several messages
can be triggered at the same time.

« Example: Separate inputs report Pump failure and Excess temperature simultaneously. The resulting mes-
sages are processed and sent one after the other.
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6.2.4.2 Configure analogue inputs

Select Analogue for each input that you want to use for analogue measurements.

Analogue inputs accept standardised voltage signals of 0—10 V — or current signals of 4—20 mA —, compliant with
IEC 60381-1/-2.

The resolution is:

* 12.5 mV — for voltage input
+ 20 pA —for current input

To display a voltage input in another unit, such as temperature, enter the minimum and maximum display values for
that unit in Value.

The loT Portal converts the voltage automatically into the selected unit.
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Devices > CMS-10R-DAC IoT > Temparature
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Manage Input 4
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- (3)
@ @ Active Temparature Analog Digital
Power on/off
Ferede status Vel @ @ @
Test / Reset o N o
Connectivty c 3 0.000 50.000
Ve
Bution FiEas @ @
Switch T
Threshold @ Notifications @
Reed contact
l Temparature Upper limit crossed upwards Y Users / Machines
FeIEEnE » Message receiver (5 max.)
Input 6 S0
1. loT owner (push) o
2. loT installer (SMS)
LED green Delay D) o
LED blue “ - 3. CMS-10R user (e-mail) o
0 1
Flashlight o & 4. CMS-10R user (Voice Call) ]
Fan
5. CMS-10R pager (Pager) ]
©
Service profile Upperimit 40,000 EC
Confirmation -
Allow remote access
Upper limit crosse: d downwar et -9
Waiting time to confim 5
<40
Max. number of loops 1
Delay
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Lower limit crossed downwards N J
7
0 o 10
Lowerlimit 7090 c
57
i
0 0 10
o m Change events m
Periodic events [ ] g o
Monthly ~ Weekly Daily = Hourly Reference value 30.000 c
5

Figure 6.16: Configure analogue inputs.

Activate or deactivate the input.

Enter the input name.

Select digital or analogue, according to the device type.
Enter the unit, for example m, V, °C or %.

Select 0-3 displayed decimal places.

Set the analogue input event message delay.

Enter the upper and lower limits and their messages.

Select the question mark to open the graphical explanation of the limits.
Configure periodic sending of activated messages.

Configure change events.

O F RELAYS
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13. Select message receivers and channels with (+) and set acknowledgement; see Section 6.2.6, Configure
notifications and acknowledgement: Events.

Event message delay for analogue inputs Set a message delay for each analogue input threshold, for
example to avoid switch bouncing.

The message is sent to the user only after the delay has elapsed.

Enter the delay in hours, minutes and seconds.

The message delay limits are:

o * 0-99 hours
* 0-59 minutes
* 0-59.9 seconds
* maximum 99:59:59.9
The minimum value is 0.5 seconds.

The default value is 1.0 second.

Limit values and messages Activate or deactivate each of the four limit values individually.

» The message includes the analogue input value and unit.
+ Select the question mark to view the graphical explanation of the limits.
+ Select the graphic again to close the window (Figure 6.19).

Periodic messages

+ Send activated messages periodically if required.
» Enter the message and choose a reporting interval, from hourly to monthly.

Each periodic message also transmits the input value and unit.

See also Section 6.2.6.2, Figure 6.27.

Change events

» Define an additional limit value to trigger a change-event message.

» The additional limit can lie within or outside the upper and lower limits.
« Enter the additional limit in Reference value.

 Enter the value at which a message is to be sent in Step.

» Example: If the limit value is 7 V and the step is 2 V, the message is sent when the voltage falls below 5 V or
exceeds 9 V.

 Enter the required message in Message.
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Analogue value processing: measured value is greater than limit value

. M . e oo
(Uperimitaie) T ——
' "

Delay value b SRR o TREELIEEEIEN R s

Event delayed

o) [T

Figure 6.17: Analogue value processing: measured value is greater than limit value.

The current measured value is above the upper limit value.

» The event is only detected if the measured value has fallen below the lower limit value for longer than the delay
value.

» The event is delayed by the delay time.

» The display of the LED at the input is also delayed.

+ Notification is given when the upper limit value has been undercut and exceeded again.

W ORLD O F RELAYS 45013-197-54-001-EN | Page 50



2 comat
s RELECO

\f

Analogue value processing: measured value is smaller than limit value

.ﬁ‘_‘=ll

Delay value CE =SS A PN P St o

Event delayed

(o) | | A i

Figure 6.18: Analogue value processing: measured value is smaller than limit value.

» The current measured value is below the upper limit value.

» The event is detected only if the measured value remains below the lower limit value for longer than the con-
figured delay time.

» Event detection is delayed by the configured delay time.
» The LED indication at the input is also delayed.

A notification is triggered when the upper limit value is undershot and then exceeded again.

Graphical view of the interpretation of the limit values Select the question mark (Figure 6.16, item
10) to open this graphic. Select the graphic to close it.

’—' Upper limit crossed upwards

' | 1 Upper limit crossed downwards

'
N N
\/I—‘ Lower limit crossed upwards
Event Lower limit crossed downwards

Figure 6.19: Graphical view of the interpretation of the limit values.
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6.2.5 Configure and control relay outputs: Outputs

A This device is not suitable for monitoring sensitive systems or time-critical processes. Mobile network
failures or interruptions in the power supply can impair safe operation.

You can switch the four relay outputs on or off from the loT Portal, the app, an SMS or a call-in telephone call.

LS ggll_'ggg 10T Portal ¢ Home P Account SMS available: 160 ) Need help? Support  English - ; :T::“«ng sretscncom ¥

Devices > CMS-10R-DAC loT > LED green
S LED green

Manage Output |

Users / Machines Statis Maae @
Eventlog
@ @ Actve LED green

Power on/off

Periodic status Auto switch OFF time
Toat) Reast Time after which the output will be
T switched off automatically @)
@ -
Button
Switch
Bens ()
Reed contact
ETTETCTT Output ON [ ) Output OFF [ ] Notifications ®
Potentiometer
Input 6 i ERE Users / Machines
on off
Message receiver (5 max.)
| eooreen RS L) °
LED blue
SMS control 2. loT installer (SMS) °
Flashlight a
3. CMS-10R user (e-mail) ]
[ SMS control messages [ )
4. CMS-10R user (Voice Call) <]
5. CMS-10R pager (Pager) o
Service profile 1 0
©
Allow remote access Send confiamation ‘
Allow registered numbers only R ) Confirmation -

Waiting time to confim

Phone control

Control by call-in o @

Auto switch OFF time needed, time after which the
output will be switched off.

Figure 6.20: Menu Outputs.

Activate or deactivate the output.
Enter the output name.

Auto turn off

Events

SMS control messages

o~

Auto turn off Use automatic switch-off to turn an output off after a set time, without sending a switch-off com-
mand from the loT Portal, app, SMS or call-in.

+ Set a switching time from 0.5 seconds to 99:59:59.9 in the format hh:mm:ss.s.
« When the output switches off after the set time, a message confirms the action.
« A switch-off command sent before the timer expires is still taken into account.

» The time function is disabled by default.

+ Enable Events and notifications.
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Events Activate or deactivate each output individually.

« Enter the message to send when the output is switched.

SMS control messages To switch an output on or off by SMS, configure its switching command text.

» The device responds only to the configured wording.

» The SMS message (switching command) must match Output on or Output off exactly.
+ Letter case is ignored.

» Enter spaces and all other characters exactly as configured.

Switch multiple outputs with the same SMS control message Configure simultaneous switching
in the digital output settings under SMS Control > SMS Control Messages.

» Use the same SMS control message to switch several outputs at the same time.

» Enter the same message in Output on or Output off for each output, then select Apply.

» A warning indicates that the same control message is used for more than one output (Figure 6.21).
« If Auto turn off is set, the output switches off after that time (Figure 6.20, item 3).

SMS control messages o

tput OFF

all_out_on all_out_off

Send confirmation

s

Allow registered numbers only

Figure 6.21: Switching multiple outputs with the same SMS control message.

A SMS messages do not support all special characters. The programming software identifies
unsupported characters with an error message. Remove them.

* The character set is Latin 1
» Maximum length: 30 characters
« The semicolon ; is not allowed

0 Choose any control message that meets these restrictions:

Enable Send confirmation to return an SMS containing Output ON or Output OFF to the sender of the switching
command.

Enable Allow only registered numbers to accept switching commands only from telephone numbers registered in
Users / Machines.

If this setting is disabled, anyone who knows the device telephone number can control the outputs from any telephone
number.

A For security reasons, only registered telephone numbers should be allowed whenever possible.
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Examples:

+ Switch on all outputs simultaneously: message in each Output on field: all_out_on
+ Switch off all outputs simultaneously: message in each Output off field: all_out_off

Call-in function Use the Call-in function to switch each activated output on by caller identification for the
period entered in Auto turn off.

Before you start: The calling mobile telephone number must be registered in Users / Machines.
Configure call-in

Enable Auto turn off for the output and set the required time.

Activate Control by call-in. If Auto turn off is disabled, selecting Apply displays a message.
Select message receivers and channels with (+) and configure acknowledgement (Figure 6.23).
Select Apply to apply the settings. Selecting Close does not apply them.

A

Use call-in

Find the device telephone number in Overview (Figure 6.3, item 11) and call it from a registered mobile telephone
number.

» The device detects the incoming call and switches the outputs on without answering. This allows an action
without incurring costs.

» The device rejects the call. You may hear a busy signal, depending on the telephone provider; call-in still
executes correctly.

» The outputs switch off automatically after the preset time.

6.2.6 Configure notifications and acknowledgement: Events

For notification charges, SMS credit consumption and event allowances, see Section 7.1.
Use Events (Figure 6.22) to configure notifications for device events. Five notification methods are available:

* E-malil

* Push

+ SMS
 Voice call
» Pager
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a® RELECO loT Portal ¢ Home 8 Account SMS available: 160 M) Needhelp?Support English ~ ~ T SO
Devices > CMS-10R DAC loT > Overview
:
I oveniew Overview
Manage _
2 Managers W Device = Connection
Users / Machines
Owner
B | CMS-10R-DAC loT
s Installr ok
|l P IoT installer all (67 dBm / Excellent)
Power onoft {4y Application examples Swisscom
Periodic status CMS-10RDAC m "
+4177 08569 31

Test / Reset
Connectivity
Button Inputs Outputs
Switch

LB 1.LED green
Reed contact 9 z »
Temparature 2.5witch o 2.LED bive »
Potentiometer fe) 3. Fashlight »
dons 21134°C 4.Fan »

i Last upcate /1723451 M

LED green Last upd 1/1/23,453PM
LED blue
Flashlight Documents Test
Fan

CMS-10R Documentation 2 Test button status (press button on your device) (©)

Figure 6.22: Menu Events.

A SMS and pager messages do not support all special characters. Remove any character identified by
an error message.

Activate or deactivate each event using the slide button on the right of its bar.

An SMS using the GSM standard coding alphabet can contain up to 160 characters. If the message contains
characters outside that alphabet, such as special characters, Greek letters or Cyrillic characters, the system switches
automatically to UCS-2 coding.

With UCS-2, the maximum SMS length is 70 characters. Longer messages are sent as concatenated SMS mes-
sages, and one SMS is deducted for each segment.
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Message recipient

. ; » Select (+) to choose the recipients of activated messages
Notifications o L -
and the notification channel for each recipient.

Users / Machines « With acknowledgement enabled, the list of message re-
Message receiver (5 max.) cipients forms an escalation chain.
» Notifications can be sent via:
1. loT owner (push; (<]
il — Push
2. loT owner (SMS) Q
- SMS
3. CMS-10R user (e-mail) Q
— Pager
4. CMS-10R user (Voice Call) o — E-malil
5. CMS-10R pager (Pager) Q .
— Voice call
©
Confirmation @
WVaiting time to confim 1
Max. number of loops 5

Figure 6.23: Message recipient configuration.

Arrange the users / machines in the required order using drag & drop. The recipient limit depends on the service

profile:

Service profile Maximum message recipients
Eco 2
Standard 5
Professional 5
Expert >

Acknowledgement Enable acknowledgement when a recipient must confirm receipt of an event message.

1. The loT Portal sends the event message to the assigned recipient.

2. If the recipient does not acknowledge via push, SMS, e-mail or voice call within the configured waiting time, the
message is sent to the next recipient.

3. The loT Portal works through the recipient numbers cyclically and starts again at the first number, subject to the
service profile’s maximum number of passes.

4. The process stops as soon as the device receives an acknowledgement.

Use the acknowledgement method for the notification channel:

Notification method Acknowledgement method
Push Click on the message

SMS Sent code

E-mail Sent link

Voice call 1#
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The service profile limits the number of passes through the recipients while a message remains unacknowledged:

Service profile Maximum passes
Eco 1
Standard 3
Professional 5
Expert 5

With acknowledgement not activated, all listed recipients receive the message at the same time. The message is
not repeated.

Set the acknowledgement waiting time between 1 and 60 minutes.

The same recipient and acknowledgement window is available for inputs and outputs.

0 Acknowledging a message opens a new browser window if the loT Portal is already open.

In fallback mode, the acknowledgement code is: code.

All message recipients receive the acknowledgement message OK: Mobile phone number.

6.2.6.1 Menu: Power on / off

Power on
Power on
Message » Enter the message to send after device startup.
on
Figure 6.24: Menu Power on / off:
power on message.
Power off

Power off

» Enter the message to send after a power failure or restart.

off

» The message is sent before the device switches off.

» The device switches off in the following cases:
Figure 6.25: Menu Power on / off:

power off message — a prolonged power failure occurs

— the watchdog detects a malfunction

— the device is restarted manually by pressing Reset for less than
4 seconds

— afirmware update is performed

» Power failures lasting 1 second or less are not recognised by the
power supply and do not change the device status.

» Power failures lasting more than 1 second are recognised. Depend-
ing on the settings, a notification is sent via push, SMS, pager, e-mail
and voice call. The device then switches itself off.

» After a power failure, the device restarts automatically and logs on to
the mobile network. The initial status is then restored.
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o The relay outputs remain de-energised throughout the power interruption.
Example: contact 11-14 = open, contact 11-12 = closed.

Minimum interval for generating the notification

. 1 » Use this setting to delay power on/off event messages.

» The message is sent to the user only after the delay has elapsed.
Figure 6.26: Minimum interval for

! I » Enter the required delay. The values below use the hh:mm:ss format
generating the notification.

(hours:minutes:seconds).

The limit values for the signalling delay are:

* 0-99 hours

* 0-59 minutes

* maximum 99:59:00 (99 hours, 59 minutes, 0 seconds)
The minimum value is 00:01:00 (1 minute).
The default value is 00:01:00 (1 minute).

6.2.6.2 Menu: Regular status

e Periodic number of events reached

A » When the maximum number of events for the selected service profile
is reached, this is the only message sent even without an event quota.
See Section 6.2.8, Manage the service profile: Service profile.

Figure 6.27: Menu Regular status.

This message is sent once, unless the device is restarted.

Periodic status report

Monthly = Weekly Daily  Hourly

» Use this function to monitor device operation.

sy e - « Enter the report message and configure when the device should re-
port.

Periodic status report

Every hour:

« Select a reference interval of 1-12 hours.

Figure i‘fgéigﬂ:t’;?uifg“fr: status: + Example: An interval of 5 hours sends messages at 00:00, 05:00,
| .
P P 10:00, 15:00, 20:00, then again at 00:00.

Daily, weekly, monthly:

* Enter a time (hh:mm), weekday (Monday-Sunday) or day of the
month (1-31). These refer to the local time at the device.

» The UTC time entered in Manage is converted automatically accord-
ing to the device location and daylight saving time; see Section 6.2.2,
Manage device settings and ownership: Manage.
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A Check the available monthly events in Figure 6.3, item 7, before choosing a report interval. Short
intervals can trigger many events. Make sure the monthly quota is not exceeded.

6.2.6.3 Menu: Test / Reset

Test button

» Enter the message to send when the device’s Test button is pressed;
see Section 3.4, Locate terminals, controls, and status indicators, item
11.

Device Test button

Figure 6.29: Menu Test / Reset. A

Reset button

Reset button

Message

» Enter the message to send after the device’s Reset button is pressed.

Reset button

Case A: Short press (< 4 seconds): restart

Figure 6.30: Menu Test/ Reset. B » To restart the device, press Reset for less than 4 seconds.

» The device shuts down safely and then reboots. Allow up to one
minute.

» The following events may be generated: Reset button, Shutdown,
Disconnected, Connected and Startup.

» Enable these Events under Manage.
Case B: Long press (> 4 seconds): forced hardware reset

» To perform a forced hardware reset, press Reset for more than 4 sec-
onds. The device restarts immediately.

» The following events may be generated: Reset button, Shutdown,
Disconnected, Connected and Startup.

» Enable these Events under Manage.

6.2.6.4 Menu: Connection

Connected to the loT Portal

Connected

» Enterthe message to send when the device connects to the loT Portal.

Device Connected

Figure 6.31: Menu Connection.

Disconnected from the loT Portal

Disconnected

» The device operates in fallback mode; see Section 3.8, What happens
during interruptions, resets, and updates.

Device Disconnected

» Enter the message to send when the device disconnects from the loT
Figure 6.32: Menu Connection. Portal.
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6.2.7 Review and export activity: Event Log

comat
RELECO

Use Event Log to review and export historical Events, Notifications and System operation data. Each category
is displayed in a table.

You need Manage access rights to use this function for My owned devices, My assigned devices or My installed
devices.

TSR COMAL |57 portal < Home

a®% RELECO

Devices > CMS-10R-DAC loT > Event log

Event log

Overview
Manage

Users / Machines 11/1/2023,908:57AM (5

[ Evention

Power on/off
Periodic status

Test / Reset Analog input change Input4

Connectivity
‘Analog input periodic report  Input 4

Analog input change Input 4
Button

Output off output 1

Switch

feedcorac Outputon Output 1

Temparature
put off utput 2
Potentiometer outputo G

Input 6

Output off

D,

11/2/2023,9.08:57 AM () Q search

Temparature

Temparature

Temparature

LED verte

LED verte

LED bley

ut1  LED verte

8 Account SMS available: 160 M\ Need help? Support ~ English loT owner

v

c 11/2/23,902 AM Notified Ongoing

11/2/23,9:00 AM

11/2/23,8:55 AM

11/1/23,3:48PM Notified  Completed

11/1/23,3:45PM Notified  Completed

11/1/23,3:44PM Notified  Expired

11/1/23,3:39 PM Notified  Completed

criot.owner@comatreleco.com

Figure 6.33: Menu Event Log.

Check the retention period for the selected Service profile before searching for older data:

Service profile

Eco

Standard

Professional

Expert

1. Set Start date and End date to define the search period.

2. Use Search with a keyword or filter to find the relevant event.

3. Check the counts displayed as Events (xx), Notifications (xx) and System operation (xx).
4. To export the selected data as a .csv file, select Export Event Log.

Events:

Event name and description

W ORLD

Event name

Startup

Shutdown

Test button

Reset button
Periodic event count reached
Periodic status report
Connected
Disconnected

Input high

Input low

Upper limit crossed upwards

O F RELAYS

The Events tab uses the event names and descriptions below.

Description

System started

System shutdown

Test button pressed

Reset button pressed

Event count reached

System periodic event
Connected to the loT Portal
Disconnected from the loT Portal
Digital input high

Digital input low

Analog input crosses the upper limit upwards

Retention time
14 days
45 days
90 days
90 days
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Event name

Upper limit crossed downwards
Lower limit crossed downwards
Lower limit crossed upwards
Analog input change

Analog input periodic report
Output on

Output off
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Description

Analog input crosses the upper limit downwards
Analog input crosses the lower limit downwards
Analog input crosses the lower limit upwards
Analog input level changed

Analog input periodic reporting

Digital output high

Digital output low

€ Main area

Detail area

Figure 6.34: Notification details pop-up window.

Use the Notification details pop-up window to review the notifications associated with an event (Figure 6.34).

The upper part shows the event hame, event time and notification status.

The lower details area lists the associated notifications in a table with the fields Method, Message, Sent time,
Message receiver, Sent status and Acknowledged.

The following table explains the notification fields.

Notifications: Field name and description

Field name
Method

Serial number
Device name

Related event

Message

Event time

Sent time

W ORLD O F RELAYS

Description

Shows the method used to send the notification, see also Section 3.8, What happens
during interruptions, resets, and updates.

+ SMS

Voice call

Serial number of the device.

User-defined device name.

Shows the event name label of the event that generated the notification message.
When the related event is linked to an input or output, this field also includes the
input/output information in the following format:

<event-name-label>, <user-defined-input/output-name>,
<input/output-id>

Shows the message content of the notification.

Shows the date and time when the event occurred. The format is:
yyyy-MM-dd hh:mm:ss

Shows the date and time when the notification was sent from the loT Portal. The

format is:

yyyy-MM-dd hh:mm:ss
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Field name

Destinator

Sent status

Acknowledged

System operation:

Operation name and description

Operation name
Set output high state

Set output low state

Input configuration update
Output configuration update
Manage configuration update
Users / Machines update
Import configuration

Export configuration
Firmware update
Pair device

Unpair device
Incoming call
Incoming SMS
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Description

Shows the user or machine to which the notification was sent.

» For e-mail notifications, the destinator e-mail address is displayed.

» For push notifications, the e-mail address of the destinator user is displayed.
» For SMS natifications, the destinator phone number is displayed.

» For voice call notifications, the destinator phone number is displayed.

Shows the sent status of the notification. For pager notifications, the recipient’s
telephone number is displayed.

If the notification message has been acknowledged, this field displays Yes.
Otherwise, the field remains empty.

Use the following definitions to interpret entries in the system operations tab.

Description

Occurs when the user switches on an output in the Devices >
device-name > Overview screen of the loT Portal.

Occurs when the user switches off an output in the Devices >
device-name > Overview screen of the loT Portal.

Occurs when the user updates the input configuration in the Devices >
device-name > input-name screen.

Occurs when the user updates the output configuration in the Devices >
device-name > output-name screen.

Occurs when the user updates the device system configuration in the
Devices > device-name > Manage screen.

Occurs when the user updates the Users / Machines configuration in the
Devices > device-name > Users / Machines screen.

Occurs when the user uploads an existing device configuration in the
Import configuration pop-up window.

Occurs when the user exports the device configuration.

Occurs when the user updates the firmware version of the device.
Occurs when the user pairs a virtual device with a physical device.
Occurs when the user unpairs a virtual device from a physical device.
Occurs when the user makes a phone call to the device.

Occurs when the user sends an SMS message to the device or when the
user tests an SMS message when creating a machine.

o Messages sent in fallback mode are not logged.

W ORLD O F RELAYS
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6.2.8 Manage the service profile: Service profile

IoT owner
cr-ot.owner@comatreleco.com

T2 COMAL ;7 portal ¢ Home

CH RELECO B8 Account SMS available: 160 3\ Need help? Support  English

Devices > CMS-10R-DAC loT > Service profile

Overview Service profile
Manage

Jsers (Mactines Details of the current service profile Renewal of the service profile Purchase SMS packages
Event log

CH-Professional ®
Auto renew

Power on/off [ start date: 10/7/23 O Disabled

Periodic status [F)End date: 10/6/24 1 -

Test / Reset

Connectivity Change service profile

Button ) o
Switch Service profile history
Reed contact Duratior Service profile name . -
Temparature

Potentiometer 10/7/23-10/6/24 Service profile: CH-Professional —

npute 10/7/22-10/7/23 Service profile: CH-Professional View PDF

LED green
LED blue
Flashlight

Fan

I Service profile

Figure 6.35: Menu Service profile (prices and package sizes omitted).

To see Service profile, log in as the device owner and select a service profile; see Section 5.4, Select a service
profile and SMS packages.

6.2.8.1 Details of the current service profile

+ Select a service profile from the available variants.
» The service profile and its included quotas, such as events and SMS, are tied to that device.

» The service profile starts at the first device pairing. Unpairing and pairing the device again later does not
change that start point.

+ You cannot stop or interrupt the service profile during its term.

You can downgrade only after the one-year contract period expires.
Disable automatic renewal before downgrading. Otherwise, the same service profile renews automati-
cally.

0 You can select a higher service profile at any time after selecting a service profile.

» The service profile runs until contract expiry and cannot be cancelled during the term.
* You receive a request to renew before the contract expires.
« If you do not renew the contract, the device becomes inactive. Select a service profile to reactivate it.

6.2.8.2 Service profile extension

+ Choose whether to renew the service profile automatically.
+ Automatic renewal is enabled by default.

» Leave Auto renew enabled for uninterrupted operation; this is the recommended setting.
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* You cannot downgrade during the one-year term. The service profile can only be changed within 30 days after
expiry.
» The device becomes inactive thirty days after expiry.

» To reactivate an inactive device, select a service profile.

The owner receives these reminder e-mails:

Reminder e-mail Description

30 days before renewal / expiry of the service  Reminder that the service profile will be renewed or will expire. It can be
profile renewed or modified within 30 days after expiry of the one-year period.
After renewal / expiry of the service profile Reminder that the service profile was renewed or has expired. If it has

expired, it can be renewed or modified within 30 days.

7 days before device being set to inactive Reminder that the device will become inactive after 7 days if the service
profile is not renewed or modified.

1 day before device being set to inactive Reminder that the device will become inactive after 1 day if the service
profile is not renewed or modified.

6.2.8.3 Cancellation of the service profile

» Only the owner can cancel the service profile, and only after the one-year term expires.
* You cannot cancel during the term.

» ComatReleco reserves the right to block the device for provable misuse or non-payment of the purchased
service profile.

» The device is unblocked only after the outstanding amount is paid. Charges may apply.
o If you do not want to renew, disable automatic renewal before the service profile expires.
If you no longer need the device, unpair it as described in Section 6.2.2.3, Manage your device. It can no longer be

used after unpairing.

6.2.8.4 SMS packages purchase

» Purchased SMS belong to the owner and can be used across all devices.
+ Check the owner’s available SMS in the devices overview (Figures 6.1 and 6.2, item 4).

» Find SMS package invoices under Account settings > SMS package > SMS package history; see Sec-
tion 7.2.3.

6.2.8.5 Service profile history

Use Service profile history to view the service profile’s order confirmations.

A Important: The invoice is sent to the customer by e-mail and is not available in the loT Portal.

To request an invoice copy, e-mail info@comatreleco.com.
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6.2.9 Allow a support session: Support

Support session

» Select Allow remote access to authorise the ComatReleco support
team to access the device for one hour; see Section 1.5, Contact
details.

Figure 6.36: Menu Support.

6.3 Update the device firmware

Firmware updates are transferred over the mobile network, over the air. You can choose when to perform an available
update, but you should install it as soon as possible. The update may take a few minutes.

A During the installation of a firmware update, the device is out of operation.
Make sure that the device is not used during installation.

Start from the automatic update notification

A pop-up window appears automatically as soon as a firmware update is available.

1. Select Update to start the update process.
2. Follow the instructions that guide you through the process.

A new firmware is available Allow a few minutes for the update.
We strongly recommend you to update your device.
Link to release notes

Update

Close

Figure 6.37: Automatic notification of an available
firmware update.

Start from the Manage menu

If the update does not start automatically, open the settings window from Manage.
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1. Select the cogwheel symbol in Manage; see Figure 6.4,

Q Manage your device item 6.
) 2. Check the available firmware update displayed in the set-
& Unpair tings window.

3. Select New firmware available to start the update.

[+ ] kmportconfigustion 4. Follow the instructions that guide you through the process.

Export configuration
O Bxp g The update may take a few minutes.

i‘ Delete

Figure 6.38: Start a firmware update from Manage.
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Chapter 7

Manage your account and payments

This chapter covers notification usage and allowances, personal account details, account SMS packages, security,
billing preferences and payment. Device-specific service profile information remains in Section 6.2.8.

7.1 Notification usage and allowances

The CMS-10R uses two separate resources: SMS credit and the event allowance of the selected service profile.
Depending on the notification method, sending an alarm or message consumes one or both resources.

7.1.1 Usage by notification method

Method SMS credit used Events used

SMS At least one SMS credit per recipient. Each message One event per alarm.
segment consumes one credit. Included monthly credit is
used first, followed by purchased account credit.

Voice call Four SMS credits per call, taken exclusively from purchased  One event per call.

SMS packages. Included monthly SMS credit cannot be

used.
E-mail None. One event per e-mail sent.
Push notification None. One event per push

notification sent.

E-mail and push notifications consume events but do not use SMS credit. To receive push notifications, install the
ComatReleco loT Portal app and enable notifications on the receiving device.

7.1.2 Included SMS credit and additional packages

Depending on the service profile, each device includes 0, 10 or 30 SMS credits per month. These credits are
included in the selected service profile and can be used only by that device.

For SMS natifications, the device uses its included monthly SMS credit first. Once that credit is exhausted, further
SMS are deducted from the owner’s purchased account credit. Purchased account credit can be used by all devices
belonging to that owner.

Additional SMS packages are available for purchase. Purchased SMS credits have no expiry date and remain
available until used.

For current SMS package prices, package sizes and regional conditions, consult the applicable service profile page:

» CMS-10R service profiles — Switzerland.
» CMS-10R service profiles — Worldwide.

For manual purchases and account settings, see Section 7.2.3.

Voice calls always require purchased account credit: each call consumes four SMS credits from an additional
SMS package, even if the device still has included monthly SMS credit available.
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7.1.3 SMS length and character encoding

Each recipient of an SMS alarm requires at least one SMS. The actual credit consumption depends on the message
length, the characters used and the number of recipients.

A single-part SMS can contain up to 160 characters using GSM standard encoding, or up to 70 characters using
UCS-2 encoding. Characters outside the GSM standard alphabet, such as certain special characters and Greek or
Cyrillic letters, can cause the message to be encoded in UCS-2.

Messages exceeding the applicable limit are split into concatenated SMS segments. Each segment sent to each
recipient consumes one SMS credit. Keep messages short and use GSM standard characters where possible to
reduce consumption.

7.1.4 When SMS credit runs out

If both the device’s included monthly SMS credit and the owner’s purchased account credit are exhausted, SMS
notifications cannot be sent. Voice calls require at least four purchased SMS credits per call; included monthly
credit cannot cover them.

E-mail and push notifications do not require SMS credit. They still require an available event allowance and the
corresponding connection and notification configuration.

The owner can purchase additional packages under Account settings > SMS package. To help prevent interrup-
tions caused by depleted credit, enable Automatic purchase and configure:

+ the remaining SMS credit threshold that triggers a purchase;
+ the number of packages to purchase when the threshold is reached;
* the payment method.

When the configured threshold is reached, the system automatically purchases the selected number of SMS pack-
ages. See Section 7.2.3.

7.1.5 When the event allowance runs out

The event allowance belongs to the individual device’s service profile. Once it is exhausted, further regular event
notifications cannot be sent. The quota-reached notification described below is an exception. Purchasing SMS
packages does not increase the event allowance.

To receive a warning when the allowance is exhausted, enable Periodic number of events reached under Events
> Regular status before the limit is reached. When enabled, this notification is sent when the event allowance has
been fully used, including when no event allowance remains. See Section 6.2.6.2.

The owner can select a higher service profile under Service profile > Change service profile. The available event
allowance then depends on the newly selected profile. The Service profile menu is visible only to the owner. See
Section 6.2.8.

Enable the quota-reached notification in advance so that the owner can respond when the limit is reached.
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7.2 Manage your account and SMS credit

7.2.1 Menu: Profile

Open your account settings from item 8 in Figure 6.1 or Figure 6.2. Use Profile to enter or change the account
holder’s details; see Figure 7.1.

Complete the mandatory fields marked with an asterisk, *. Check your e-mail and mobile phone number carefully:
these are used to communicate with the account holder.

T2 SOMAL |57 portal < tom

3 Account SMS avallable: 160 Need help? Support _English -
w&s RELECO L »

Profi

Personal information

Billing address

[ Same as account E-mall address

Tkt Building ComatReleca

Delete account

Figure 7.1: Account settings: Profile.

Set the billing e-mail address

1. Enter a dedicated billing e-mail address if required. Invoices for purchased services are sent to this address
when it is provided.

2. If invoices should go to your account e-mail address, select Same as account e-mail address.

You can set a dedicated billing e-mail address when creating an account or later in the settings of an
existing account.
Same as account e-mail address is activated by default.

Delete your account

A Once your account has been deleted, it cannot be restored.

Before deleting your account, make sure that all automatic purchases and automatic service profile
renewals have been cancelled. Account deletion does not automatically terminate these services or
related payment obligations.

1. Cancel all automatic purchases and automatic service profile renewals before deleting the account.
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2. Make sure that you no longer own any device. Otherwise, account deletion may fail.
3. Select Delete my account.

Contact support if you have any questions.

7.2.2 Menu: Password

The account password screen contains fields for your old password, new password and password confirmation. For
the password requirements, see Section 5.1.2, Log in, create an account or reset your password.

@  ownerowner
@ criotowner@comatreleco.com

omat loT-Portal €start B KontoSMSverfiigbar:0 )\ Brauchen Sie Hilfe? Support  Deutsch

ELECO

Passwort

SMS-Paket Passwort indern

ZweiFaktor-
Authentifizierung

Altes Passwort ®

Figure 7.2: Account settings: password screen (German interface).

7.2.3 Menu: SMS package

There are two types of SMS credit: the monthly credit in each device’s service profile and the owner’s account SMS
packages. The scope and use of each type are different.

For notification usage and the distinction between SMS credit and event allowances, see Section 7.1.

TS EBMBE (o7 Portal <Home O

Account setings » SMSPackage
Profe SMS Package
Passwora

| REE Automatic purchase

Two-factor

When your fined imit, new be bought automatically.

@@ Automatic purchass s enabled

You can buy up to 20 packages.

1 - % ioveice

10

Purchase SMS packages

You can buy up to 20 packages.

1 - B

SMS Package history

Figure 7.3: Account settings: SMS package (prices and package sizes omitted).

Device credit: SMS in the Service profile / SMS available for this month

The selected Service profile determines the monthly number of SMS:

Service profile SMS per month

Eco 0

Standard 10
Professional 30
Expert 30

This service profile credit can be used only by the associated device.
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Owner credit: SMS packages in the Account settings / Account SMS available

» Purchased SMS packages belong to the Owner. All devices owned by that owner can use them. The remaining
credit is shown at item 4 in Figures 6.1 and 6.2.

» Once a device has used all its service profile SMS, further SMS are debited from the owner's SMS account.
+ If both the service profile credit and the account SMS credit are 0, no more SMS can be transmitted.

0 The SMS packages are not transferable.

o To help prevent interruptions caused by depleted SMS credit, we recommend enabling Automatic
purchase of SMS packages; see Figure 7.3.

Set up Automatic purchase

You can activate or deactivate automatic purchase of chargeable SMS packages. Enter:

« the required number of SMS packages;
+ the payment methods;

» the SMS credit threshold that triggers an automatic package purchase.

Automatic purchase helps maintain sufficient purchased SMS credit for SMS notifications and voice calls.

Purchase SMS packages manually

Select one or more SMS packages.
Select Purchase to add the amount to the shopping cart.
In the shopping cart, choose the payment method.

0N

Select Purchase to initiate payment.
View the SMS package history

The SMS package history lists previous purchases. Download the invoices as PDF from the Receipt column.

7.2.4 Set up two-factor authentication (2FA)

Two-factor authentication verifies your identity using two independent components: your password and a PIN code.

Before you start: Have your current password and an authenticator app available, for example Google Authenticator,
Microsoft Authenticator or a similar app.
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Fecomat ,rportal ¢Home P Account SMIS available: 160 )} Need help? Support _ Engiish

W—s RELECO
Account settings > Two-factor authentication (2FA)

Pofle Two-factor authentication (2FA)

Your current password is required o register a two-factor authentication app.

Register twofactor authentication

Figure 7.4: Two-factor authentication setup.

1. Scan the QR code with your authenticator app.
2. Enter the 6-digit PIN code and your current password.
3. Select Register two-factor authentication.

If you lose your phone or access to your secret time password, use a recovery code to restore account
access. Each recovery code can be used only once. Keep the codes in a safe place so that you do not
lose access to your account.

7.2.5 Log out

Select Logout to end your loT Portal session.

® loT owner

~

e To log in again, see Section 5.1.2, Log in, create an account or reset your
2 Account settings password.
5] Logout

Figure 7.5: Log out of the loT Portal.

7.3 Manage payments, billing groups and account inactivity

Payment preferences define the standard payment method for service profile purchases and renewals. Credit card
is the standard payment method. Payment by invoice is available on request for B2B customers only.

W O RLD O F RELAYS 45013-197-54-001-EN | Page 72



7.3.1 Set your payment preferences

2 comat

\f

s RELECO

Profile
Password
I
Invoice Groups
SMS Package
Two-factor authentication

Automatic log out

Shopping Cart

Account settings > Payment Preferences

Payment Preferences

Default payment preferences
Payment Method:

Card type
VISA

Payment Methods

Type Billing

Information 10T owner
criotaccount@comatrelec.
Worb
Switzerland 3076, Worb

DINERS
XXxx 0004
10/2027

Last 4 digits
Xxxx 4242

Cardype  MASTERCARD
Lasc 4 digics XXX 4444
Expireson  01/2025

O

] Cardpe  DISCOVER
s ook 1117
n  03/2028

O

Expires on
12/2034

-

Card oype
Lase 4 digits
Expires on

[Default]

AMEX
XKxx 0005
02/2026

e}

0N

Figure 7.6:

Open Account settings.
Select Payment Preferences.

Choose the default payment method.

7.3.2 Create invoice groups

Account settings: Payment Preferences.

Add or edit the available payment methods.

Use invoice groups to combine several devices under one billing configuration. All devices that use the default
payment method appear in the default group. You can create additional groups to define a specific payment method
and billing interval for several devices.

Profile
Password
Payment Preferences
I
SMS Package
Two-factor authentication

Automatic log out

Shopping Cart

Account settings > Invoice Groups

Invoice Groups

~ [ Groupe 1

Invoicing period: Quaterly

Payment Method:

~ @ Groupe 2

Card type
mastercard

Invoicing period: Half- yearly

Payment Method:

~ (M Default Group

Payment Method:

Invoicing

Included devices: 1

Last 4 digits
xxx 4444

Included devices: 0

Included devices: 199

Card type

visa

Last 4 digits
Xxxx 4242

Expires on
1/2025

Expires on
12/2034

Created: 07/10/2024

Created: 07/10/2024

7 0

o M b =

Figure 7.7: Account settings: Invoice Groups.

W ORLD O F RELAYS

Open Account settings and select Invoice Groups.

Define the payment method for that group.

Select the billing interval: annual, half-yearly or quarterly.

Create an individual invoice group for devices that should be billed together.

Review the devices in the default group. These devices use the default payment method.
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A collective invoice is issued for all service profiles due within the selected billing period.

7.3.3 Assign an invoice group to a service profile renewal

The owner can assign the corresponding devices to a defined invoice group during service profile renewal. Use
Service profile > Renewal of the service profile; the billing group is selected under Auto renew.

Fecomat ,rporal ¢home W B accountsMavailable: 320 W Need help? Support  English

s RELECO
Devices > CMS-10R-DAC IoT > Service profile

Service profile

Overview
Manage

B/ s Details of the current service profile Renewal of the service profile Purchase SMS packages
Eventlog

CH-Professional s
Power on/off (D start date: 8/13/24 Groupe 1 v
Periodic status (Bend date: 8/13/25

Test/ Reset O Disabled

1 -

Figure 7.8: Select a billing group for service profile renewal (prices and package sizes omitted).

Open the device’s Service profile menu.
Go to Renewal of the service profile.
Under Auto renew, select the billing group.

Rl

Apply the settings to assign that invoice group to the renewal.

Renewal and expiry notifications

The owner receives the following e-mails:

+ 30 days before renewal or expiry: a reminder that the service profile will be renewed or will expire.
+ After renewal or expiry: confirmation of renewal or notification that the service profile has expired.

An expired service profile can be renewed or modified within 30 days after expiry.

A Important: Devices with outstanding invoices may be disconnected. Reconnection may be subject to
an additional fee.

7.3.4 Review the shopping cart and pay
The Shopping Cart contains your selected service profiles and SMS packages.

s comat . @  loTowner
e% RELECO loTPortal ¢Home W MaccomsMsavaiavie: 160 M Needhep?Swpport Englsh - g TR eom

Account settings > Shopping Cart

e Shopping Cart

Password

Product Quantity  Unitprice  Total price
Payment Preferences

Dienstleistungsprofil: CH-Professional
LA Device: CMS-10R-DAC loT 12 Monat

SMS Package Physical device: 2151VS900034

Two-factor authentication SMS packages Tpe.

I ‘Shopping Cart

Figure 7.9: Review purchases in the Shopping Cart (prices omitted).

1. Review the selected items before payment.
2. Select the payment method.
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3. Confirm the purchase to complete payment.

You can also make credit card purchases using the mobile app.

6 For information about how the payment partner Stripe handles security, see the Stripe security
documentation.

Obtain an invoice copy

A Important: The invoice is sent to the customer by e-mail and is not available in the loT Portal.

To obtain a copy, request it by e-mail from info@comatreleco.com.

7.3.5 Set automatic log out for the browser

When Automatic log out is activated, your browser account session ends automatically after the configured inactivity
time. This setting applies to the browser session only; it does not apply to the mobile app.

Invoice Groups

s SE{EEE loT Portal ¢ Home W Picomnsusavaiable:ieo W Needhelp?support Engish - @ :Kﬁ:«@mmmm e
Account settings > Automatic log out

Profie Automatic log out

Password

SMS Package o 15

Two-factor authentication

I "Automatic log out

Figure 7.10: Account settings: Automatic log out.

. Open Account settings.
. Select Automatic log out.
Activate Automatic log out.

Enter the inactivity time after which you should be logged out.

o > b~

Apply the setting to save the configuration.

The existing configuration from versions later than 1.0.0 is adopted.
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Chapter 8

Mobile operation and SMS status

Use the ComatReleco loT Portal app on a smartphone or tablet to check input status and switch outputs. You can
also request the status of the device by SMS, as described in Section 8.3.

8.1 Choose how to access the device

 Tablet: install the app (Section 8.2, Use the app), or open the loT Portal in a web browser (Chapter 5, Com-
mission the device in the IoT Portal).
+ Smartphone: install the app. See Section 8.2, Use the app, for its functions and operation.

the ComatReleco loT Portal app.
To use the loT Portal in a web browser, the app must be uninstalled.

0 We recommend using the latest version of Android or Apple iOS and enabling automatic updates for

8.2 Use the app

The app lets you view input status and switch outputs on or off directly. You can also change:

« profile data, including personal information and location;
* your password;
» SMS package settings, including purchasing SMS packages and configuring automatic SMS purchase.

Firmware updates: when a new firmware version is available, selecting the device prompts you to update it. This
option is available only to users with the Manage access right.

Device owners only: if no service profile has been selected, or if the service profile has expired, you are prompted
to select a service profile. The upgrade must still be carried out on a computer. You can accept an invitation to
become the owner of a device on a smartphone or tablet.

o The device cannot be configured via the app.
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8.2.1 Install the app and sign in

E-mail

Password

Don't have an account?

Forgot password?

Change language

“

Create an account

Password recovery

J

Figure 8.1: ComatReleco loT Portal

app.
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The ComatReleco loT Portal app is available free of charge for iOS and
Android smartphones and tablets.

1. Download and install the app from the appropriate store:
» Apple App Store
» Google Play
2. Sign in with your existing account, or create a new account when set-
ting up the app.

You can also reset your password or request a new password.

8.2.2 Find your device and check its status

09:25

Overview

“

| o
=, wer
CoReWebinar ~ Swen  Recaiontact
Bernstr. 4, Worb
CuS 1080 ) »
@ Comecws  UDgeen  LEDDe
<=

Assigned Installed

J

Figure 8.2

W ORLD O F

: App overview.

RELAYS

1. Use the tabs below the menu bar to display devices in My owned, My
assigned, or My installed.

2. Check the device name, device type, and connection status on the
left, below the device image.

3. Read the input values and status on the right. The output controls are
below them; use these controls to switch outputs on or off directly.

Tap the three-dot menu in the menu bar to open the menu options shown in
Figure 8.3.
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8.2.3 Change account settings or add a device

&

09:29

Overview

Bernstr. 4, Worb
oS 10R0A

“

Owned Assig

J 0%
S Potentometer

O
CoRe Webinar ~ swieh

I Logou
o Account
= settings

© Addadevice

V1.2.0b

-Q »

J

Figure 8.3: App menu options.

Open the three-dot menu to access:

Log out: sign out of your user account in the app.

Account settings > Profile: update personal information and lo-
cation. See Section 7.2.1, Menu: Profile.

Account settings > Password: change your existing password.
Account settings > SMS package: purchase a new SMS package
and configure automatic SMS purchase. See Section 7.2.3, Menu:
SMS package.

Add a device: use the invitation code received by e-mail or SMS. After the device is added, it is also visible in the

loT Portal.

The app version is displayed at the bottom.

8.2.4 Open the detailed view and switch outputs

&

14:28

Conne

Phone number
+41771292419

“

< CoRe Webinar
J CoRe Webinar
[~—2 Bernstr. 4, Worb
!é CMS-10R-DA

= Connection

ection status

® Connected
Sign

al (-67 dBm / Excellent)

Swisscom

al strength

J

Figure 8.4: Detailed view in the app.
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1.

In the overview (Figure 8.2), tap the device display on the left to open
its detailed view.

2. Checkthe device connection status, signal quality, and phone number.

3. Use the refresh control below this information to refresh the display,

including input and output status.

Read the input status below the refresh control. The status display
shows the date and time of the last change to an input or output.

Swipe upward to view more information.
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» Use the sliders to switch outputs on or off directly.

(. - \ * Open CMS-10R Documents to access the ComatReleco download
area. All documents related to the CMS-10R device are available
< CoRe Webinar H there.

1. Potentiometer 0%

2

Temparature 19.86 °C

w

Taster O

IS

Switch O

o

Reed contact (@)

Last update: 12/14/21,4:36 PM

Outputs

1. LED green »
2. LED blue »
3. Flashlight »

4. Fan »

| _J

Figure 8.5: Output controls and
documents in the app.

8.3 Request input and output status by SMS

During operation, you can request the status of all inputs and outputs by SMS.

Prerequisite: the sender must be a registered user or machine assigned to the device. The device does not return
status information to other senders.

1. Send an SMS containing the command Status to the device phone number.
2. Read the returned status information in the format for users or machines described below.

The command is not case-sensitive: Status, STATUS, and status are all accepted.

SMS format for users

The reply contains:

+ device name;

« input n: configured name, followed by 0 or 1 for a digital input, or the actual value and configured unit for an
analogue input;

+ output n: configured name, followed by 0 or 1.

Disabled or unused inputs and outputs are not shown in the SMS sent to a user.

SMS format for machines

<serial-number>;<timestamp>;<il>;<i2>;<i3>;<i4>;<ib>;<i6>;<01>;<02>;<03>;<04>

Example:
1939VS000096;2021-08-12 13:15:21.000Z;0;1;x;54.1 %;28.97 °C;x;0;x;x;1

+ Serial number: 12-digit unique device serial number.
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» Timestamp: ISO 8601 format, YYYY-MM-DD HH:mm:SS.sssZ; time is displayed in UTC.
+ Digital inputs and outputs: 0 or 1.

+ Analogue inputs: actual value followed by the configured unit.

» Disabled or unused input/output: x.

SMS messages sent by the device are deducted from the number of SMS messages available for that
device per month. If none remain, they are deducted from the owner’s account.

o Depending on the configured input and output names and parameters, a message may exceed the
maximum SMS length of 160 characters. It is then sent as more than one SMS.
If a message contains characters outside the GSM standard coding alphabet, 3GPP 23.038, such as
special characters, Greek letters, or Cyrillic characters, the system automatically switches to UCS-2
encoding. The maximum SMS length is then 70 characters.
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Chapter 9

Monitor data and connect external systems

This chapter explains how to view CMS-10R data graphically, trigger outputs automatically when events occur, and
exchange data with external systems.

For normal operation, the CMS-10R can be configured and operated directly through the loT Portal or the Coma-
tReleco loT Portal app. In many applications, this is sufficient. For the functions and limitations of the app, see
Section 8.2, Use the app.

Read this chapter when you need a graphical view of device data, another system needs to exchange data with the
CMS-10R, or an external platform must respond automatically to device events.

Function When to use it

Dashboard View and evaluate device data graphically in the loT Portal, including input and output
values, device status, and location. No external programming is required. See
Section 9.1.

Event actions Automatically switch an output on the same CMS-10R device or on another CMS-10R

device when a configured input or output event occurs. See Section 9.2.

Webhook API Notify a monitoring system, automation platform, or customer-specific application
automatically when a configured input or output event occurs. See Section 9.3.

Public REST API Let an external application query device status or switch outputs on or off by sending
requests to the loT Portal. See Section 9.4.

The Webhook API is event-driven: the IoT Portal sends information when a configured event occurs, so the external
system does not need to continuously ask the CMS-10R for updates. The Public REST API is request-driven: the
external system sends a request when it needs information or wants to switch an output.

o If you use the CMS-10R only for standard alarm notifications, manual output control, and basic
monitoring through the loT Portal or app, you may not need this chapter.

A Configure API functions only if you understand the external system to be connected and the possible
effects of remote output control.

9.1 Monitor device data in the Dashboard

The Dashboard provides a graphical overview of device status, input and output values, historical trends, and device
location directly in the loT Portal.
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Figure 9.1: Dashboard.

9.1.1 Refresh the view or export data

* Manual refresh: press Refresh.
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. Open the Dashboard menu in the

loT Portal.

. View the device position and the in-

put and output values in graphical
form.

. Use Refresh or an automatic re-

fresh interval to update the view.

. Use Export to download the dis-

played data as a .csv file.

« Automatic refresh: select a time interval: 10 s, 30 s, 1 min, 5 min, 15 min, 30 min, 1 h, or 2 h.

» Export: press Export to download the displayed data as a .csv file in tabular form.

9.1.2 Read input and output information

The Dashboard shows:

« the current status of inputs and outputs;

+ the total number of ON and OFF states for outputs;
 the minimum, maximum, and average values for analogue values;

« limit value information in graphical form, where applicable.

9.1.3 Display the device location on the map

The Dashboard includes a map showing the device location. Enable location service authorisation to display the

map on the screen.

You can enter the position manually using latitude and longitude, or determine it by triangulation.

9.1.4 Locate a device by triangulation

Triangulation calculates the approximate device position from surrounding mobile phone masts. It uses the geometry
between the device and nearby masts, with time or angle measurements to calculate the position in the mobile

network.

Prerequisite: device firmware version 1.3.1 or higher.

A Always operate the device with the latest firmware version. If the firmware is not up to date, perform a

firmware update on the device.
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9.2 Configure event actions to trigger outputs

Use Event actions to switch an output automatically when an enabled input or output event occurs. The available
output actions are:

» Trigger ON/OFF Local Output: switch an output of the same CMS-10R device on or off.
» Trigger ON/OFF Remote Output: switch an output of another CMS-10R device on or off.

Event actions can also send event data to an external system through a Webhook API integration. For this workflow,
see Section 9.3.

ﬂ Event actions are available only with the Standard service profile or higher. The device owner can
upgrade the service profile under Service Profile > Change service profile.

o Event actions are executed on a best-effort basis. The loT Portal aims for timely and reliable delivery,
but timing and synchronisation may vary with network conditions and system load.

9.2.1 Add or change an event action

Prerequisite: the input or output event must be enabled. Event actions cannot be configured for disabled events.

o2 COMAL 57 portal ¢ Hom

» . e . @ loTowner
% RELECO 2 W Bcomsusaaiove 106 W Neeahebrsppon O - g LT ecocom ¥
Devices > CMS-10R-DAC loT > Temperature
e Temperature
Manage Input 6
Users / Machines Seutis N Type
Event log
Dashboard @ Actve Temperature Analog
Power on/off Value
Periodic status
Test/ Reset G ! o 50
Connectivity
=y |
Button
Threshold @ Notifications ®
Switch
Reed contact Upper limit crossed upwards - Users / Machines
Message receiver (5 max.)
Potentiometer
>32°C
Temperature 1. loT owner (push) °
©
Delay
LED green
LED blue N L e
e Confirmation »
Fan

Figure 9.2: Actions button.

Open the input or output configuration screen and use the Actions button for the enabled event.
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Temperature event actions

Upper limit crossed upwards + Upper limit crossed downwards
Action handlers Action handlers
Type: ntegration - Webhook AP1 EI Type: Integration - Webhook API
ion name: ThingsBoard integration Integration neme: ThingsBosrd integration
Method: POST Method: POST
Lower limit crossed downwards o Lower limit crossed upwards .
Action handlers Action handers
Type: ntegration - Webhook AP1 Type: Integration - Webhook API
Integration neme: Things8osrd inegration Integration name: ThingsBosrd itegration
Method: POST Method: POST
Periodic events o Change events I
Action handlers Action handers
Type: Integration - Webhook AP! Type: integration - Webhook APY
Integration name: ThingsBosrd integration Integration name: ThingsBosrd integration
Method: FOST Method: POST

Figure 9.3: Event action configuration.

Add action

Trigger ON Local Output
Trigger OFF Local Output

Trigger ON Remote Output

Trigger OFF Remote Output

Figure 9.4: Add event action screen.

1. Click Add (+) to add an action to the event.
2. Select the required action type:
« Integration: use a configured Webhook API integration (Section 9.3.3).
» Trigger ON/OFF Local Output: switch a local output (Section 9.2.2).
» Trigger ON/OFF Remote Output: switch an output on another CMS-10R device (Section 9.2.3).

9.2.2 Switch a local output when an event occurs

The Trigger ON/OFF Local Output action switches an active output of the same CMS-10R device.
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Add action

Actiontype *

Trigger ON Local Output

 Output

LED green
LED blue
Flashlight

Fan

Figure 9.5: Add Local Output.

1. Select Trigger ON/OFF Local Output as the action type.
2. Select the local output to switch.

3. Set the required state: ON or OFF.

4. Apply the configuration to save the event action.

9.2.3 Switch a remote output when an event occurs

The Trigger ON/OFF Remote Output action switches an active output of another CMS-10R device.

Prerequisite: add the remote CMS-10R device as a CMS-10R node before controlling its output.

1. Open Users / Machines > CMS-
10R nodes.

2. Add the serial number of the re-
mote device.

If the remote device exists and you are
not its owner, an e-mail invitation is sent
to its owner. The remote device is added
after the invitation is accepted.

Figure 9.6: CMS-10R nodes.
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Name: 2- JLCarvi test
SN: 1951C7001245
Model: CMS-10R-DA

o M b~

9.2.4 Review event action history

Figure 9.7: Add Remote Output.

Select Trigger ON/OFF Remote Output as the action type.
Select the remote CMS-10R node.
Select the output of the remote device.
Set the required state: ON or OFF.
Apply the configuration to save the event action.

All event action functions are recorded under Event Log > Event actions and in the Dashboard.

e comat |,7portal <Home

ble: 106 Y Need hel

a®% RELECO

I
Overview
Manage
Users / Machines

Dashboard | geta

Power on/off
Periodic status.
Test/ Reset
Connectivity

Button
Switch
Reed contact

Potentiometer
Temperature

LED green
LED blue
Flashlight
Fan

Devices > CMS-10RDAC o > Event log

Event log

Stor e+
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Analog npu change
Analog npu change
Avalog g change
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It hgh

npthgn

utiow

Input high

enddme
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Ipat1 Button N e aistveo0 owput1 v V%% g0z sseem
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Figure 9.8: Event log for event actions.

Open Event Log > Event actions to see the history in table form, including each executed action and its status.

The log shows the timestamp, event name, and input or output name, together with:
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+ event action name;

 operation;

+ requested URL, for a Webhook API integration;
» remote node serial number, for a remote output;
« name of the affected input or output;

- status.

0 Event actions cannot be exported using Export event log.
A Always operate the device with the latest firmware version.

9.3 Configure webhook integration

Use the Webhook API to send telemetry data or input and output event information from the loT Portal to an external
system. Examples include ThingsBoard, Zapier, N8N, and customer-specific platforms.

Webhook integration uses the Integration event action type. First register the integration in the Integration center,
then assign it to a device and configure the webhook request for the required event.

9.3.1 Register a webhook integration in the Integration center

Register the external Webhook API before assigning it to a device.

g&ECMSE (o7 Portal W B ccounisusoeiaic 106 Neod ol Support English R
a + Adda e

<& Integration center

My owned devices, M...

rws e S — Gemtle e

CMS-10RDAC IoT Application examples CMS-10RDAC  crot owner@comatreleco.com ® Connect d CH-Professional an3s 30 /30 132a

Figure 9.9: Home screen.

1. Open the loT Portal home screen. Existing filters are arranged under Home.
2. Open the Integration center.
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RequestURL: *
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Request Timeout: (5)*

5

‘Connect Timeout: (5
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Figure 9.10: Integration center.

3. Select + Add to create a Webhook APl integration, or Edit to modify an existing integration.
4. Complete the mandatory fields below.

Mandatory field Entry or default

Integration type Select Webhook API.

Integration name Enter a unique name for the external Webhook API integration.
Description Enter a reference or description for the integration.

Request URL Enter the URL of the external Webhook API.

Request Timeout (s) Default: 5 seconds.

Connect Timeout (s) Default: 5 seconds.

A registered integration can send telemetry data and notify external systems about CMS-10R events.

9.3.2 Assign the integration to a device

Prerequisite: you must have Manage access to the device. You can select one Webhook API integration for each
device under Manage > Integrations.

ﬁgg@gg loT Portal ¢ Home = coount SMS available: 106 M Need help? Support  English

Devices > CMS-10R-DAC IoT > Manage
niind Manage o
Users / Machines
Eventlog
Dashboard | Beta Edit

Revame M
lanagers
oMsiROACIT S p
Owner nstaller

ikt Refeence 10T owner ToT instaler
Periodic status Application examples. e
Test/ Reset
Connectivity Device time zone
o (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna - @) Adjust for daylight saving time automatically
Button =

Integrations
Switch
e contact Webhook API
Potentiometer Not webhook API selected.  Setup  webhook API integration

Figure 9.11: Webhook API integration in the Manage screen.
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1. Open the device configuration.

2. Go to Manage > Integrations.

3. Select the Webhook API integration to use for this device.

A If the device owner is changed to a user without management access to the device, the Webhook API

integration will be lost.

T2 COMAL |57 portal ¢ Home W B ccoumsMs avaiable: 106 W Needhelp? Support  ENglish = M

Qs RELECO

The list contains integrations created in the Integration center. Select an existing integration, or create a new

0T owner

criot.owner@comatreleco.com

Setup webhook API integration

Request URL
ThingsBoard integration https://demo.thingsboard.io/api/xyz

New webhook API integration

Figure 9.12: List of Webhook API integrations.

integration from this view.

=1

10T Portal ¢ Home W B acconsMSavailable: 106 %t Needhelp? Suppont  ENlish

0T owner
criot.owner@comatreleco.com

o= COM
s RELECO

1
Manage
Users / Machines
Event log
Dashboard

Power on/off
Periodic status
Test/ Reset
Connectivity

Bution
Switch
Reed contact

Potentiometer
Temperature

LED green
LED blue
Flashlight
Fan

Service profile

Devices > CMS-10R-DAC loT > Overview

H Refresh
Overview ©
2 Managers # Device = Connection
Ouner Serial number Connection status
J CMS-10R-DAC loT 1o owner 2151V5900034 ® Connected
- Instatier SMS avaiable for this month Mobile network
z g IoT installer A o030 Jun 13.2025) 4l (77 dBm / Good)
5. Avplication examples revigh et swsiton
. Unlimited Phone number
Firmuare +41770856931
® Upto date
Inputs Outputs
1.Button (@] 1.LED green »
2 switch o 2.LED biue »
3 Reed contact o) 3. Fushiight »
4 le) 4Fan »
5. Potentiometer 0% Lastupdate: 6625946 Ant
6.Temperature 0°c
Lastupdte 610725, 245PM
Documents Integrations
CMS-10R Documentation =} Type: Webhook API
Name: ThingsBoard integration
URL: hitps//demo thingsboard o/apiixyz

Figure 9.13: Overview screen: selected Webhook API integration.

Check the result: open Overview > Integrations to verify which integration is assigned to the device.
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9.3.3 Configure the webhook request

Open the event action configuration as described in Section 9.2.1.
Select Integration as the event action type to use the Webhook API integration assigned in the Manage menu.

If a Webhook API integration is already selected under Manage > Integrations, a default configuration appears.
You can update it, or delete it using the ... button.

Add action

{ Integration

Integration type *

Webhook API

Integration name *

ThingsBoard integration

Method *

POST

Modifying Headers and Body fields will affect the integration. Change this only if you are sure
of the action you are doing.

Headers:

Value

application/json

{
"Temperature" : Scontext io_value
¥

Figure 9.14: Webhook API integration setup.

1. Select the Webhook API integration.
2. Select the HTTP method: POST, PUT, or GET.
3. Complete all mandatory fields marked with an asterisk (*).

Telemetry data is sent in JSON format by default.

A Change the Headers and Body fields only if you are sure of the action you are performing.
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9.4 Access the device through the Public REST API

Use the Public REST API when an external system needs to access selected CMS-10R functions through the loT
Portal:

+ Set output ON: switch activated device outputs on.
+ Set output OFF: switch activated device outputs off.
» Get device status: retrieve current device information and status.

o Public REST API functions are available only with the Professional service profile. The device owner
can upgrade the service profile under Service Profile > Change service profile.

o Public REST API services are provided on a best-effort basis. The loT Portal aims for timely and
reliable delivery, but timing and synchronisation may vary with network conditions and system load.

9.4.1 Obtain the Account SID and APl Key

Prerequisites: an Account SID and an API Key are required for an external system to access the loT Portal. The
Account SID identifies the account. An API Key provides API access to devices owned by that account.

Account settings > API Keys
. API Keys
Cr key to pr

Password

Payment Preferences ir APl Key
Invoice Groups

SMS Package

Account SID

Two-factor authentication

Automatic log out 09042f90-3844-4748-ae8d-757b9a5b645 (]

API Keys

Name Key Status Grants Date

Shopping Cart

control
Test public Rest API Koy Ra208 30k Skock s E Active 05/08/2025 3
L u] Status %

-

Figure 9.15: API Keys.

Open Account settings > API keys.
Copy the existing Account SID as required.
Copy an existing API Key, or create a new one as described in Section 9.4.2.

M0

Open Documentation for detailed Public REST API configuration information.

A Always store your Account SID and API Key in a safe place to protect your account and devices from
unauthorised access.

Detailed configuration information is also available in the Public REST API documentation.
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9.4.2 Create an API Key and select its permissions

A new API Key requires a Name and the required Permissions.

1. Select New API Key.
New API Key X
2. Enter a name.
Nome * 3. Select the required permissions from the table below.
Test public Rest API 4. Create the API Key.
5. Store the generated APl Key securely.
Grants
Select the permissions this APl Key should have:
Status
Control
[[] Manage
Figure 9.16: New API Key.
Right Available functions
Status Get device status.
Control Get device status; Set output ON and OFF.
Manage Get device status; Set output ON and OFF; Future use.

9.4.3 Copy the Device SID

The unique Device SID identifies a specific CMS-10R in Public REST API requests. It has 36 characters and can
be copied from the corresponding device in the loT Portal.

T AR OE T
e Manage o
Users / Machines
Eventlog @

Dashboard Edit
’ 2 Managers Device SID
CMS-10R-DAC loT P
Power on/off Owner Insaller | [ oe75407. -638a-4e73. -84c4-ecla79eb61da rD
loT owner 10T installer
RO Applcaton examples 4 [ serore et |
Test / Reset

Figure 9.17: Device SID.

Open the CMS-10R device to be addressed.

Go to Manage > Device SID.

Copy its unique Device SID.

Use this Device SID in the Public REST API request.

Ea

A Always keep your Device SID in a safe place to protect your account and device from unauthorised
access.
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9.4.4 Send a Set output ON request

Use Set output ON to switch on selected activated outputs of a specified CMS-10R. The function uses the POST
method and the target device’s unique Device SID.

I{

/cms1@r/vl/operations/device/{deviceSId}/output-on Tum on device output B &6V l

Figure 9.18: Set output ON.

Use the POST method.
Specify the unique Device SID of the target device.
Select the output to switch on.

e

Send the request from the external system.

9.4.5 Send a Set output OFF request

Use Set output OFF to switch off selected activated outputs of a specified CMS-10R. The function uses the POST
method and the target device’s unique Device SID.

I[

L /cmsior/vi/operations/device/{deviceSId}/output-on Tum on devics autput 8 & @vl

Figure 9.19: Set output OFF.

Use the POST method.
Specify the unique Device SID of the target device.
Select the output to switch off.

L Dh =

Send the request from the external system.

9.4.6 Send a Get device status request

Use Get device status to retrieve current device information and status. The function uses the GET method and
the target device’s unique Device SID.

| TS5 /cmsier/vi/operations/device/{deviceSTd}/get-status Getdevice status B &@v |

Figure 9.20: Get device status.

Use the GET method.
Specify the unique Device SID of the target device.
Send the request from the external system.

e

Read the returned current device information and status.

9.4.7 Review API-triggered output changes

The loT Portal records Public REST API Set output ON and Set output OFF events.
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Completed
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Completed

Completed

Completed

O exporteventlog

Devices > CMS-10R-DAC loT > Event log
ovevew Event log
Manage il
([ 8/17/2025,124237PM (9 8/18/2025,124237PM (5] Qsearch
Event log
ottt _
Power on/off
Periodic status Output off Output2  LED blue OFF Low. 8/18/25,1209 PM Notified
Test / Reset
Connectivity
Switch Output off Output2  LED biue OFF Low 8/18/25,1205PM
Reed contact
Potentiometer Output off Output 1 LED green OFF Low 8/18/25,1205PM
Temperature
LED green
LED blue

Figure 9.21: Event log for Public REST API events.

Open Event Log > Events to review API-triggered output changes. These switching events are also displayed in
the Dashboard.

W ORLD

Always operate the device with the latest firmware version.
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Chapter 10

Troubleshooting, maintenance and replacement

Use the symptom list below to find the relevant checks. Replacement and return instructions follow the troubleshoot-
ing sections.

10.1 Troubleshooting

Symptom Section
RUN LED does not flash 10.1.1
Device is offline in the loT Portal 10.1.2
Mobile network connection is poor 10.1.3
Links in e-mails do not work 10.1.4
Input or output states in the loT Portal are incorrect 10.1.5
No notifications are received 10.1.6
The event allowance is exhausted 10.1.7
No e-mails are received 10.1.8
Cannot log in 10.1.9
Cannot log in with two-factor authentication (2FA) 10.1.10
No SMS messages or voice calls are received 10.1.11
No push notifications are received on the smartphone 10.1.12
Call-in does not work 10.1.13
No push notifications are received on the PC 10.1.14

10.1.1 RUN LED does not flash

Possible cause
No power supply

Checks and remedies

+ Check the power supply.
» Restart the device with a short press of the Reset button: release it before 4 seconds.

+ If the system remains unresponsive, hold the Reset button for more than 4 seconds to perform a forced hard-
ware reset. This may result in data loss. See Section 3.4, Locate terminals, controls, and status indicators,
item 10.
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10.1.2 Device is offline in the loT Portal
Possible causes

» No power supply.
* No mobile network connection or insufficient signal strength.
» The connection to the loT Portal is interrupted.

Checks and remedies

» Check the power supply and its connections, including fuses, circuit breakers and disconnecting switches.
+ Check whether the RUN LED is flashing. See Section 3.4.

« Check whether a 2G, 3G, or 4G LED is lit on the device. See Section 3.4.

+ Check the antenna connection and mobile network reception. For poor reception, see Section 10.1.3.

+ Refresh the Overview screen in the loT Portal and check the connection status again.

« If power and mobile network reception are available but the device remains offline, restart the device as de-
scribed in Section 3.8.

10.1.3 Mobile network connection is poor

Possible cause
Weak signal strength
Checks and remedies

» Check the signal strength in the loT Portal, see Section 6.2.1, Check device status: Overview, item 10.

» Check the colour of the mobile network signal LEDs on the device, see Section 3.4, Locate terminals, con-
trols, and status indicators.

» Use a remote antenna if necessary, see Section 4.4, Antennas and antenna cables.

10.1.4 Links in e-mails do not work

Possible cause
Outdated web browser.
A security function is preventing the link from working correctly.

Checks and remedies

+ Use Google Chrome, Mozilla Firefox, or Microsoft Edge, and update the browser to the latest version.
» Copy the link from the e-mail and paste it into the browser address bar.

+ Reset the password, see Section 5.1.2, Log in, create an account or reset your password.

10.1.5 Input or output states in the loT Portal are incorrect

Possible cause
The loT Portal has not been refreshed

Checks and remedies

» Refresh the loT Portal in the Overview menu, see Section 6.2.1, Check device status: Overview, or press F5.
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10.1.6 No notifications are received
Possible causes

» The device has no power or no connection.

« The expected notification channel is unavailable in fallback mode.

» The monthly event allowance has been exhausted.

» The event, recipients or notification channels are not configured correctly.
+ Insufficient SMS credit for SMS notifications.

Checks and remedies

» Check the device power supply and connection status. See Section 10.1.2.

+ Check that the relevant event is enabled and that the intended recipients and notification channels are config-
ured. See Section 6.2.6.

» Review the Event Log for the relevant event and its notification status. See Section 6.2.7.

+ Check the remaining monthly event allowance in Overview. If the allowance has been exhausted, review the
selected service profile. See Section 6.2.8.

« If the device is operating in fallback mode, alarms are sent directly by SMS only. Check for SMS messages,
verify the recipients’ mobile telephone numbers and confirm that mobile SMS communication is available. See
Section 3.8.

» For missing SMS messages, also check the available SMS credit. The event allowance and SMS credit are
separate. See Section 10.1.11.

If the problem affects a specific notification channel, continue with the corresponding e-mail, SMS or push notification
checks below.

10.1.7 The event allowance is exhausted

Possible cause
The device has used the event allowance of its selected service profile.

Checks and remedies

» Check the remaining event allowance in the device’s Overview screen.

+ Ask the owner to select a higher profile under Service profile > Change service profile. This menu is visible
only to the owner. See Section 6.2.8.

+ Enable Periodic number of events reached under Events > Regular status in advance to notify the owner
when the allowance is fully used. See Section 6.2.6.2.

» Check the configured recipients and notification channels for this quota-reached notification.

SMS credit and the event allowance are separate. Purchasing an SMS package does not replenish the event
allowance. See Section 7.1.
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10.1.8 No e-mails are received

Possible cause
Incorrect configuration.
Firewall settings

Checks and remedies

» Check the device configuration, see Section 6.2.6, Configure notifications and acknowledgement: Events.
» Check the firewall settings.
» Check the spam folder.

10.1.9 Cannot log in

Possible cause
Incorrect e-mail address or password.
Firewall settings

Checks and remedies

+ Check the e-mail address.
» Check the password.
+ Reset the password, see Section 5.1.2, Log in, create an account or reset your password.
+ Try logging in from another PC or smartphone.
+ Allow the following domains in the firewall:
— prod.api.core-iiot.com
— comatreleco-iot-api.com

— core-iiot.com

10.1.10 Cannot log in with two-factor authentication (2FA)

Possible cause
Incorrect PIN code or current password

Checks and remedies

» Check the password.

+ Reset the password, see Section 5.1.2, Log in, create an account or reset your password.
» Check the 6-digit PIN code.

» Use the one-time recovery code, see Section 7.2.4, Set up two-factor authentication (2FA).
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10.1.11 No SMS messages or voice calls are received

Possible causes

» The device’s included SMS credit and the owner’s purchased account credit are both exhausted.
» Fewer than four purchased SMS credits remain for a voice call.

« The device’s event allowance is exhausted.
Checks and remedies

+ Check the device’s remaining monthly SMS credit and the owner’s purchased account credit. SMS notifications
use included credit first, then purchased credit.

« For voice calls, check that at least four purchased SMS credits are available per call. Included monthly SMS
credit cannot be used for voice calls.

» Purchase SMS packages or enable Automatic purchase under Account settings > SMS package. See
Section 7.2.3.

» Check the remaining event allowance. If it is exhausted, follow Section 10.1.7.

For notification charges and message segmentation, see Section 7.1.

10.1.12 No push notifications are received on the smartphone

Possible cause
The smartphone operating system or the app is not up to date.
Battery management on the smartphone is blocking push messages.

Checks and remedies

» Update the operating system, iOS minimum version 6 / Android minimum version 9.
» Update the app in the Apple App Store or Google Play Store.
» On the smartphone, under Settings > Apps, allow notifications for the ComatReleco loT Portal app.

* On the smartphone, under Settings > Battery management, set battery management to manual, Android
only.
» Use the loT Portal in the web browser, Google Chrome, instead of the app, and create a shortcut if required.

10.1.13 Call-in does not work

Possible cause
Telephone control is not activated

Checks and remedies

» Check whether the telephone number is stored under Users / Machines.

« Activate telephone control Call-in for the required output, see Section 6.2.5, Configure and control relay out-
puts: Outputs.

» Check the signal strength on the device, see Section 3.4, Locate terminals, controls, and status indicators,
item 4, or in the loT Portal.
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10.1.14 No push notifications are received on the PC

Possible cause
Incorrect configuration.
An ad blocker extension may be installed or enabled in the web browser.

Checks and remedies

+ Check the configuration, Users / Machines, with controls and notifications enabled as required.

» Check the signal strength on the device, see Section 3.4, Locate terminals, controls, and status indicators,
item 4, or in the loT Portal.

» Disable or uninstall the ad blocker extension in the web browser.
Further information and assistance are available in the loT Portal under Overview / Documents, see Figure 6.3, item
17, or in the CMS-10R Support Centre on the ComatReleco Internet portal under FAQ: Frequently Asked Questions.

10.2 Maintenance

The device is maintenance-free.

10.3 Replace or return a defective device

Only ComatReleco may repair the device. Send a defective device to ComatReleco or your dealer. Before returning
goods to ComatReleco, request a return material authorisation (RMA) number.
For return shipment, pack the device in a similar manner to the original packaging to ensure safe transport.

For delivery conditions and information on returning goods, refer to the ComatReleco legal information page.

Risk of death due to electric shock
Mount or dismantle the device only when it is disconnected from the Power supply. More than one
disconnecting switch may be required to de-energise the device.

A The work described in this chapter must only be carried out by qualified electricians, see also
Section 2.3, Who may install and use the device.

10.4 Replace a CMS-10x predecessor with a CMS-10R

When replacing a predecessor device, follow this sequence:

1. Switch off the voltage.

2. Remove all cables and connections.

3. Dismantle the device as described in Section 4.2.2.

4. Replace it with an identical device, using the current and previous versions listed below.

CMS-10R devices have the same electrical pin assignment as CMS-10 predecessor units.

Current device version and previous version
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Current device Version Previous version
CMS-10R-D/AC 110-240 V CMS-10F/AC110-240V
CMS-10R-DA/DC 12-48 V CMS-10F/DC12-48V or
CMS-10ADF/DC12-48V
CMS-10R-DAC/DC 12-48 V CMS-10ACDF/DC12-48V

The configuration of the previous CMS-10 device can be imported into the new CMS-10R device, see also Sec-
tion 6.2.2.3, Manage your device.
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Chapter 11

Disposal

Follow the disposal information below for waste electrical and electronic equipment in accordance with the WEEE
Directive (Waste Electrical and Electronic Equipment).

E Electrical and electronic equipment must not be disposed of with general household waste.

11.1 For private households

The symbol shown above indicates that electrical and electronic equipment must not be disposed of with general
household waste.

Take this product to a designated collection point for proper treatment, recovery, and recycling. The product will be
accepted free of charge.

Correct disposal of this product helps conserve valuable resources and prevents potential negative effects on human
health and the environment that could result from improper waste handling.

Contact your local authority for information about the nearest designated collection point.
Penalties may be imposed for improper disposal of this waste, depending on national legislation.
11.2 For professional users in the European Union

Before disposing of electrical and electronic equipment, contact your dealer or supplier for further information. Ob-
serve the country-specific regulations.

11.3 For disposal in countries outside the European Union

The symbol shown above is valid only in the European Union, EU. Before disposing of this product outside the EU,
ask your local authorities or your dealer for the correct disposal method.

11.4 Packaging material

Dispose of the packaging material in accordance with the applicable national regulations.
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Chapter 12

Technical data
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Figure 12.1: CMS-10R technical data overview.

12.1 Data sheets for your device type

For the technical data of your device type, open the CMS-10R data sheets section on the ComatReleco web portal.
Data sheets are available for all device types.

Use the ComatReleco download area.
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Chapter A

Glossary

Term
2FA

2G GSM
3G UMTS
4G LTE
Call-in

CMS-10R
Confirmation loops

dBm
Delay time

E-mail messages
Event

Fallback mode

Firmware

Firmware Over the Air (FOTA)

GSM

GUI

loT

loT Portal
LED

Limit value (upper, lower)

MCU
Neutral conductor

Outer conductor

Pager message
Provider

Push message
Spam (folder)
SMS message

Threshold
TLS
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Explanation

Two-factor authentication verifies a user’s identity using two different, independent factors: a password
and an app. See also Section 7.2.4, Set up two-factor authentication (2FA).

Second-generation (2G) digital cellular networks used by mobile terminals.
Third-generation (3G) digital cellular networks used by mobile terminals.
Fourth-generation (4G) digital cellular networks used by mobile terminals.

Control of a digital output by telephone call. See also Section 6.2.5, Configure and control relay
outputs: Outputs

ComatReleco Messaging System.

An escalation chain that contacts several subscribers in succession, depending on the service profile,
by push message, SMS, pager message, e-mail, or voice call. The chain stops as soon as one
participant acknowledges the notification by push message, SMS, e-mail, or voice call. See also
Section 6.2.6, Configure notifications and acknowledgement: Events

Unit used to express a power ratio in decibels (dB) relative to one milliwatt (mW). See also
Section 6.2.1, Check device status: Overview

The value entered in the delay window. It postpones sending a message by the specified time. See
also Section 6.2.6.1, Menu: Power on / off

Messages sent from the CMS-10R device via the Internet.

A notification sent by push message, SMS, pager message, e-mail, or voice call. Depending on the
service profile, a defined number of events per month is available.

If the loT Portal fails, pending events are sent directly from the device via SMS to defined message
recipients. See also Section 3.8, What happens during interruptions, resets, and updates

Operating software used to load and run the user software. See also Section 6.2.1, Check device
status: Overview

Updating the system software (firmware) via the mobile network. See also Section 6.3, Update the
device firmware

Global System for Mobile Communications, a mobile communications standard for fully digital mobile
radio networks. It is mainly used for telephony, packet-switched data transmission, and short
messages. See also Section 3.7.1, Network coverage

Graphical User Interface.
Internet of Things. See also Chapter 5, Commission the device in the loT Portal
Virtual data storage in the cloud. See also Section 5.1, Access the loT Portal and plan commissioning

Light Emitting Diode, used as an indicator lamp. See also Section 3.4, Locate terminals, controls, and
status indicators

A threshold that triggers an action when an input value exceeds it or falls below it. See also
Section 6.2.4.2, Configure analogue inputs

Micro Controller Unit. See also Section 6.2.1, Check device status: Overview

Returning conductor or cable that transmits electrical energy. See also Section 3.4, Locate terminals,
controls, and status indicators

Voltage-carrying conductor or cable, commonly referred to as a “pole conductor” or “phase”, that
transmits electrical energy. See also Section 3.4, Locate terminals, controls, and status indicators

A notification that sends text to the recipient’s pager display.

Mobile network operator. See also Section 6.2.1, Check device status: Overview
Notification that appears on a phone without opening the relevant app.

Also referred to as the “junk mail folder”. Folder for unsolicited mass e-mail messages.

Short Message Service. A mobile phone service that sends short text messages to the recipient’s
display.
Equivalent to limit value. See also Section 6.2.4.2, Configure analogue inputs

Transport Layer Security, an encryption protocol for secure data transmission over the Internet. See
also Section 2.7, Information security
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Term Explanation

UTC time zone Coordinated Universal Time. Enter the time zone of the device location in the Manage menu. The time
zone can usually be found in the clock app on a mobile phone or on the Internet, for example at
timeanddate.com. Examples: London = UTC, Bern = UTC + 1, New York = UTC - 5. See also
Section 6.2.2, Manage device settings and ownership: Manage

Voice call Voice call transmitted from the CMS-10R device via the telephone network.
VPN Virtual Private Network, providing encrypted remote access. See also Section 2.7, Information security
Watchdog The watchdog monitors the operating software. See also Section 3.8, What happens during

interruptions, resets, and updates, and Section 2.3, Who may install and use the device
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